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This monograph develops a theoretical and methodological justification of algorithmic audit as a new model of continuous
assurance in corporate ecosystems, where the generation, processing, and verification of financial information are
increasingly delegated to Al systems, RPA solutions, smart contracts, and API architectures. The aim of the study is to design
a comprehensive framework that closes the gap between the speed of algorithmic decision-making and the lagging nature
of traditional retrospective audit.

The relevance of the work follows from the crisis of the sampling-based control paradigm in the digital economy, the
growing opacity of black boxes, the increasing complexity of the regulatory environment, and the need for high-frequency,
deterministic verification of data. The scholarly novelty lies in the conceptual shift from probabilistic audit to an Audit as
Code model, and in the design of the AIP protocol, together with metrics for explainability, traceability, and integrated
assurance readiness.

The central conclusion holds that the reliability of financial reporting in algorithmized ecosystems can be secured only
through embedded, continuous, and machine-readable control mechanisms integrated into the very architecture of
corporate systems. The monograph will be useful to researchers, auditors, risk managers, IT architects, and regulators.
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INTRODUCTION

The architecture of financial control and audit in the corporate
sector is undergoing a shift driven by digital transformation
and by the integration of artificial intelligence systems into the
generation of financial reporting [1]. Traditional corporate
governance models, grounded in retrospective analysis and
data sampling, are losing their practical value in ecosystems

where algorithmic agents route capital flows, execute smart
contracts, and price derivatives within millisecond intervals [2].

As of 2026, more than 70% of chief audit executives identify
the creation of an innovative culture and the integration
of generative Al as a critical priority for sustaining the
effectiveness of the control environment [3]. Figure 1 shows
the principal priorities of chief audit executives.

Building a culture of innovation in the
internal audit team

Increasing the ROI of the unit's investment in
data and analytics

Embedding generative Al into the workflows and
methodology of the audit unit

More thematic reporting on risks and control
issues for the audit committee and other
senior stakeholders

Redefining the unit’s skill needs in response
to technological change

Indicator
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Providing assurance over the use of Al
in the organization

Strengthening [T-audit competencies within
the audit unit

Improving the ability to translate audit
findings into actionable business insights

Developing one’s own technological competencies
to become a more digitally literate audit leader
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M % of chief audit executives rating this “important” or “extremely important”
M % of chief audit executives highly or extremely confident in their ability to address it
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Fig. 1. Principal priorities of chief audit executives for 2026 and their confidence in achieving them [3]

The need for a new methodology is reinforced by deep
workforce and structural crises within the audit profession.
The data show an outflow of more than 300,000 specialists
from the industry since 2020 and a parallel 30% decline in the
number of candidates pursuing professional qualifications
[4]. Amid a shortage of human capital and a rising volume
of corporate data, the use of autonomous analytical systems,
such as the KPMG Clara Al platform, becomes a baseline for
the survival of audit institutions [5].

At the same time, the integration of Al gives rise to new,
previously unstudied classes of risk. The delegation of
financial functions to opaque neural network models, the
so-called black box concept, forms hidden algorithmic
vulnerabilities. Bias in training samples, concept drift, and
uncontrolled algorithmic mutations can systematically
distort financial results and render traditional discrete
controls meaningless [6]. A methodology for algorithmic
audit is needed that can operate in a continuous monitoring
regime.

The central scholarly problem of the study lies in the
widening gap between the hyperspeed of transaction
processing in contemporary decentralized ecosystems and

the lagging nature of classical audit standards. A periodic
audit assumes that the financial environment remains
static between reporting dates [7]. Yet, with the integration
of decentralized finance, robotic process automation, and
API-oriented architectures, the data undergoes constant
algorithmic modification.

This temporal gap creates the so-called audit report lag,
which erodes the informational value of reporting to
investors and regulators. Classical sampling-based audit
runs into a mathematical limit. It meets that limit when it
attempts to detect anomalies in data arrays measured in
petabytes [8]. The collapse of Wirecard is a telling case of
the failure of the retrospective model, one that exposed
the vulnerability of manual oversight before high-tech
transactional manipulation, where auditors lacked tools to
verify aggregated data in real time [9].

Moreover, the existing normative framework, which includes
the International Financial Reporting Standards IFRS, the
United States Generally Accepted Accounting Principles
US GAAP, and the International Standards on Auditing ISA,
contains blind zones when it meets algorithmic decision-
making. The standards do not regulate procedures for
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assessing cognitive Al models and smart contracts, leaving
auditors without legitimate tools to assess algorithmic
compliance [10].

The aim of the study is to develop and justify, on theoretical
and empirical grounds, a comprehensive framework
for algorithmic audit that serves as a methodology for
continuous assurance in digital corporate ecosystems, and
to design applied instruments to minimize the informational
gap between data generation and independent verification.

To achieve this aim, the following tasks are set.

First, to conduct a systemic analysis of the evolution of the
institution of financial accounting and audit, identifying
the macroeconomic and technological preconditions of the
systemic crisis of the retrospective approach.

Second, to conceptualize the paradigm of continuous
assurance, establishing a strict distinction between
continuous monitoring, continuous audit, and algorithmic
assurance, and to design the architecture of decentralized
audit.

Third, to systematize the critical limitations of current
regulatory standards in assessing smart contracts,
robotic systems, and the black boxes of machine learning
algorithms.

Fourth, to develop an applied methodology and metrics for
auditors under the Audit as Code paradigm that integrate into
the software development life cycle of corporate structures.

The object of the study is financial and informational
corporate ecosystems in which the generation, processing,
and routing of transactions are delegated to artificial
intelligence systems and distributed ledger technologies.

The subject of the study is the methodological, architectural,
and normative toolkit for algorithmic audit and continuous
assurance.

Among the applied results, the work aims to develop
deterministic audit gates and assessment algorithms that
move the verification of compliance and financial reliability
out of the category of post-event measures and into a format
of proactive automated control.

The novelty lies in justifying a conceptual transition from
the probabilistic audit paradigm grounded in statistical
sampling toward a deterministic methodology of full-
population coverage through the Audit as Code concept.
Audit practice incorporates algorithmic parameters, such
as the explainability index and the traceability index, which
are mathematically synthesized into an assurance readiness
score. The work demonstrates that in decentralized
ecosystems, the postulate of auditor independence is
transformed. Independence is secured by embedding
immutable algorithmicrules, thatis,auditing smart contracts,
at the base architectural level of the system.

The practical significance lies in creating an instrumental
basis for transforming the work of internal audit units and
international audit networks. Implementing the proposed
architecture can shorten the audit cycle while raising the
speed of detecting corporate fraud through continuous
parsing of transaction pools. The proposed framework
serves as a strategic roadmap for regulators to modernize
financial control standards and close the normative vacuum
in the oversight of digital and algorithmic assets.

CHAPTER1.TRANSFORMATIONOFTHEFINANCIAL
CONTROL PARADIGM: FROM RETROSPECTION
TO CONTINUOUS MONITORING

The Evolution of the Institution of Audit and
Financial Accounting

The institution of financial audit is a dynamic system whose
evolution has been shaped historically by the growing
complexity of business models, the scaling of corporate
structures, and the development of information technology
[11]. The basis of audit has always been agency theory and
the problem of information asymmetry. There has always
been aneed to provide an independent guarantee that agents,
that is, management, act in the interests of principals, that is,
shareholders and investors, forming a reliable picture of the
financial condition of the corporation [1]. The mechanisms
for providing this guarantee, however, have passed through
a series of paradigm shifts.

Until the last quarter of the twentieth century, audit worldwide
operated within a paradigm of manual documentary
control. Accounting systems relied on physical media, and
transaction speeds were limited by human factors and the
logistics of paper document flow [12]. In this environment,
the methodology of total examination or broad-sampling-
based testing of physical assets and invoices was an adequate
response to the existing risks.

The introduction of ERP systems, together with the
globalization of financial markets, drove a growth in data
volumes [13]. Physical audit of every transaction became
mathematically and economically impossible [8]. The audit
profession responded by developing a sampling-based
IT audit paradigm with automated testing methods [14].
Auditors began applying probability theory, assessing the
risks of the internal control system and extrapolating the
results of a statistical sample to the entire population of
transactions.

In the first quarter of the twenty-first century, however,
the sampling-based control paradigm entered a systemic
crisis. The integration of cloud architectures, high-frequency
algorithmic trading, decentralized networks, and, finally,
artificial intelligence has led to transactions being generated
and executed by software agents without human participation
[15]. The evolution of financial control paradigms under the
influence of technological factors is shown in Figure 2.
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Fig. 2. The evolution of financial control paradigms under the influence of technological factors

The principal catalyst of the crisis is the phenomenon of algorithmic asymmetry. Management and malicious actors have
gained automated means to generate transactions, whereas external and internal audits have retained their discrete, lagging
nature [1].

The limit of sampling-based testing becomes apparent: such testing can detect a systematic error, yet remains powerless
before point-wise high-technology anomalies. When an array of billions of transactions is analyzed, a statistical sample of
several hundred records has a near-zero probability of uncovering a complex micro-fraud scheme or an algorithmic distortion
that triggers under specific conditions [16]. Traditional practices have become reactive. They record damage after the fact.

The key determinants of the failure of retrospective control are bound to temporal, technological, and methodological
limitations that come into sharp relief under the digital economy. One of the most significant factors is the audit report lag,
that is, the time needed to gather audit evidence and issue an opinion after the reporting date. In a contemporary digital
environment, such a delay renders reporting a historical relic, losing its practical value for operational investment decisions.
Studies show that the audit lag still depends heavily on the complexity of operations and the company’s scale. The use of
traditional information technology cannot shorten this period to the level investors expect [17].

A further problem is the high speed at which fraud evolves. The use of robotic systems enables perpetrators to commit
thefts while obscuring their tracks within milliseconds. Against this background, classical detection methods lag far behind.
According to research, the median lifespan of a fraud scheme before its detection by traditional means is twelve months [18].
Since 2008, fraud-related losses have been rising, as shown in the figure below.

5

Estimated fraud losses, $ trillion

2000 2005 2010 2015 2020
Reporting year

Fig. 3. An estimate of losses from fraud [18]

Another limitation is bound to the opacity of algorithms, which are often described as black boxes. The widespread use of
artificial intelligence in decisions about granting credit, trading derivatives, and classifying contracts means that financial
data is generated by hidden mathematical logic. Such logic resides, among other things, in the weights of neural networks and
other internal model parameters. These mechanisms remain inaccessible to the manual inspection methods that auditors
traditionally use [19]. Table 1 sets out a decomposition of the vulnerabilities of retrospective audit.
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Table 1. A decomposition of the vulnerabilities of retrospective audit

Characteristic of|Manifestation in the traditional audit
the vulnerability

Consequences for the corporate ecosystem

Temporal gap
ayear.

Assessment of controls once a quarter or once

Inability to prevent the withdrawal of assets in real
time.

Statistical sample
pool.

Examination of less than 0.1% of the total data

Missing point-wise fraud and micro-distortions that
accumulate into macro errors.

Orientation toward

documents instead of raw data.

Examination of electronic copies or paper

Forgery of digital documents goes unrecognized by the
auditor.

Cognitive barrier

Human processing of complex contracts.

The incommensurability of the auditor’s speed and that
of an algorithmic counterparty.

A vivid example of the failure of the traditional audit model
is the collapse of the German fintech corporation Wirecard,
mentioned in the introduction, where the falsification of
assets worth 1.9 billion euros came to light [9]. An analysis
of this incident classifies it as a systemic defect of the
retrospective methodology itself. Auditors, in accordance
with the standards in force, accepted static bank statements,
often fabricated by trusted parties, as reliable audit evidence
and ignored the possibility of directly parsing counterparty
transactions via APIs and verifying balances via blockchain.
Traditional methods proved too slow and resource-intensive
to dismantle a rapidly evolving digital scheme for siphoning funds.

Such precedents widen the audit expectation gap many
times over, the distance between the public belief that
audit detects any distortion and the actual regulation of the
profession, which releases the auditor from responsibility
for the absolute detection of fraud by invoking the inherent
limitations of audit. Studies confirm that a transition to
digital audit using Al can substantially shorten this gap by
automating routine checks and providing full population
coverage [8].

The financial control paradigm must therefore evolve
toward deterministic, high-frequency analytics embedded
in the corporate information system itself. This necessity
provides the conceptual foundation for adopting continuous
assurance.

The Concept of Continuous Assurance

Transforming audit from a retrospective, fragmented process
into an embedded, continuous discipline requires a firm
methodological base. The concept of continuous assurance

is the contemporary philosophical and technological answer
to the vulnerabilities of the industrial model of control.

Inacademicand applied settings, the basic concepts of control
automation are often conflated [20]. To establish a strict
methodology for algorithmic audit, one must define clear
boundaries between continuous monitoring, continuous
audit, and continuous assurance, drawing on the three lines
of defense concept [21].

Continuous monitoring is a function of operational
management, that is, the first and second lines of defense.
It is a mechanism integrated into the ERP or CRM system
that tracks transactions in real time, detects deviations
from defined KPIs and KRIs, and generates warnings for the
owners of business processes. Continuous monitoring is a
managerial function that aims to prompt corrective action in
the event of failures.

Continuous audit is a function of independent assessment,
that is, internal audit and the third line of defense. Unlike
continuous monitoring, audit tests the effectiveness of control
mechanisms, including the effectiveness of monitoring itself.
Continuous audit gathers evidence of system reliability in
near real time using independent analytical platforms.

Continuous assurance is an integrative meta-product. It is
the final algorithmic confidence provided to the board of
directors, the audit committee, and stakeholders that financial
data are reliable and risks are manageable. Continuous
assurance synthesizes the results of monitoring and audit,
creating evergreen audit opinions and dynamic risk-
assessment dashboards [21]. The conceptual delimitation of
algorithmic control instruments is shown in Table 2.

Table 2. The conceptual delimitation of algorithmic control instruments

Criterion Traditional audit

Continuous audit

Continuous monitoring

Historical compliance and
confirmation of reliability

Principal aim

Independent assessment of|Operational management of business
control effectiveness

processes

Owner of the process|External/internal audit

Internal audit

Management

Population coverage |Statistical sample

Full coverage of transactions

Target indicators and process metrics

Timing After the fact

Continuous or high-frequency

Real time

Output artifact Static audit opinion

analytics

Dynamic reports and anomaly

Dashboards, automatic notifications, and
blocks
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The architecture of classical audit assumed an external view.
The auditor requests data, transfers it into a proprietary
analytical environment, and runs tests [22]. The architecture
of continuous assurance embeds controls within the client’s
infrastructure at the code level, realizing the Audit as Code
paradigm.

This concept assumes converting qualitative regulatory
requirements, such as fraud-prevention policies and IFRS
requirements, into deterministic, machine-readable rules.
These scripts embed directly into operational circuits,
continuous integration and delivery pipelines, and machine
learning management processes.

In the context of algorithmic audit of Al systems, when
developers introduce a new model, for example, a scoring
algorithm, the Audit as Code architecture creates a
comprehensive evidence package. This package is analyzed
through an autonomous audit gate. The gate makes a
weighted decision: admit the algorithm with PASS, signal
risks with WARN, or forbid it with BLOCK, while automatically
producing remediation instructions. The architecture
for integrating continuous assurance into the corporate
ecosystem is shown in Figure 4.

Corporate ecosystem

Model development

Continuous assurance

\

Evidence Regulatory policies

Audit gateway

Y

Decision

Fig. 4. The architecture for integrating continuous assurance
into the corporate ecosystem

To quantify audit confidence within the assessment of Al
models, the work introduces the Assurance Readiness Score,
denoted ARS. It is computed as a function of the base risk of
applying the algorithm. Two key metrics enter as well, namely
the Traceability Index TI, which gauges the reproducibility of
the model, and the Explainability Index XI, which gauges the
degree of interpretability of black box decisions:

ARS = Riskxmin(TI, XI)

This mathematical basis removes the cognitive distortions
and subjectivity inherent in human judgment and standardizes
the process of algorithmic assurance. This is a simplified

preliminary version of the formula, and the full version with a
fairness component is revealed in Chapter 4.

The transformation of corporate IT architectures forms an
environment that moves toward decentralized ecosystems.
In such an environment, traditional centralized audit,
including the use of blockchain and distributed ledgers,
becomes conceptually untenable. Decentralized networks
require a transition to federated audit, in which control is
exercised by autonomous agents.

Within such ecosystems, audit-smart-contract services serve
as the principal component of the continuous assurance
architecture. These are self-executing algorithms written into
the blockchain that automatically monitor the fulfillment of
business conditions. The algorithms check transaction limits
and record violations without any possibility of retrospective
editing by management. The use of smart contracts removes
the traditional problem of tampering with audit evidence,
since every action leaves a cryptographically protected digital
trace [23]. Figure 5 compares compliance indicators between
traditional methods and blockchain-based methods.

B Using blockchain

Ll

Transparency, % Audit time, h Error rate, % Effectiveness, %
Metric

M Traditional method
100

Fig. 5. A comparison of compliance indicators between
traditional methods and methods based on blockchain
technology [23]

At the same time, the integration of smart contracts shifts
the auditor’s focus from examining historical data to auditing
the contract’s program code before deployment, since any
logical error will result in guaranteed incorrect execution.

The Limitations of Existing Standards

The successful implementation of the continuous assurance
and algorithmic audit methodology correlates with the
flexibility of the legal and regulatory framework. Global
regulatory structures, first of all, IFRS, US GAAP, and ISA,
were designed in an era of linear business processes and
manual accounting [24]. An analysis of contemporary
regulation reveals substantial methodological blind zones
that impede a full audit of autonomous Al systems and
robotic ecosystems.

The International Auditing and Assurance Standards
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Board, the IAASB, has initiated a series of reforms aimed at
recognizing the role of technology in audit, yet the basis of
the standards keeps an anthropocentric approach.

ISA 315 concentrates on identifying and assessing the risks
of material misstatement [25]. The standard, although
revised in 2019, requires the auditor to assess the entity’s IT
environment but offers no specialized toolkit for assessing
the risks generated by cognitive machine learning models.
The standard operates under the broad notion of automated
tools and techniques, erasing the boundary between simple
script automation and deep neural networks. A survey of
partners at audit firms confirms that, as clients integrate
generative Al into financial reporting, auditors lack
methodological directives for assessing algorithmic data
drift or hidden discrimination when planning further audit
procedures [26]. In other words, ISA 315 requires the risk to
be identified, yet remains silent on how to verify the black box.

ISA 240 focuses on the auditor’s responsibilities regarding
fraud [27]. In the revised version of the standard, the
requirements for professional skepticism and full-population
testing with data analytics have been strengthened, for
example, through the MindBridge class platform. The
standard nonetheless keeps its focus on the intentionality
of misstatements. Algorithmic fraud or an algorithmic error
often carries no obvious malicious intent on the part of a
particular employee. It results from a failure in the training
sample or from the model’s self-learning. The current
architecture of ISA 240, which maintains the postulate of
the inherent limitations of audit, creates a loophole that allows
auditors to lawfully refuse to delve deeply into Al architecture.

Financial reporting standards face a certain challenge when
disclosing information formed by autonomous systems.

IFRS 13 and IFRS 9 concentrate on the measurement of fair
value and on financial instruments, respectively [28, 29]. The
valuation of derivatives, illiquid, and digital assets increasingly
shifts away from traditional discounted cash flow methods
toward algorithmic pricing based on machine learning, such
as XGBoost and artificial neural networks. Al models deliver
mathematical precision, yet IFRS 13 requires the disclosure
of valuation methods and of significant unobservable inputs
so that users of the reporting can assess the degree of
measurement uncertainty. A regulatory paradox arises. How
can an auditor confirm the reliability of a fair value estimate
generated by a neural network whose weighting coefficients
stay opaque even to its creators? The only legitimate way
out of this normative impasse is to integrate into the IFRS
requirements a mandatory use of explainable Al methods,
for example, the computation of SHAP values, which allow a
quantitative decomposition of the influence of each hidden
factor on the final value estimate.

Consider US GAAP, SOX, and robotic process automation
(RPA). The Sarbanes-Oxley Act, that is, SOX, requires
rigorous testing of the internal control system [30]. Yet the
mass deployment of RPA bots for reconciling balances and
routing payments creates an automation blind spot. Bots
possess no professional judgment and execute the algorithm
literally [31]. If the algorithm of a smart contract or a bot
contains an error, US GAAP cannot protect the reporting from
the lightning-fast layering of millions of erroneous entries
[32]. Moreover, auditors who inherited algorithmic control
procedures from previous teams may lower the criticality
of their perception and question the correctness of machine
output less often than they question the results of manual
work. Table 3 presents the details of the regulatory blind spots in
the assessment of autonomous and robotic financial systems.

Table 3. The details of regulatory blind zones in the assessment of autonomous and robotic financial systems

Normative base|Object of regulation
the blind zone

The essence of the algorithmic conflict, | Required methodological adaptation

IFRS 13 / IFRS 9 |Fair value

measurement, Level 3

The use of ML models breaches the|Mandatory disclosure of algorithm
requirement of transparency of input data |metadata and the use of XAI, SHAP

ISA 315 Assessment of IT|A focus on IT infrastructure, servers, and |Introduction of ARS, XI, and TI metrics
environment risks access, ignoring the drift of Al models for assessing the reliability of the
MLOps architecture
ISA 240 Detection of fraud The search for human intent is ineffective | Transition from probabilistic testing
under algorithmic bias and prejudice to 100% coverage through continuous
analytics
US GAAP / SOX |Internal control, ICFR |Uncontrolled spread of RPA bots that|Governing protocols for the life cycle

execute erroneous algorithms

of smart contracts and bots

It can therefore be argued that the traditional, retrospective financial control paradigm has exhausted its capacity in digital
ecosystems. Existing international standards exhibit substantial methodological deficiencies when interfacing with machine
learning algorithms, smart contracts, and decentralized financial architectures. Abandoning manual post-audit and sampling-
based testing is the one evolutionary step that remains, the step needed to preserve the audit’s function as an independent

guarantor of economic reliability.
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CHAPTER 2. THE INFLUENCE OF Al AND
AUTOMATION ON THE QUALITY OF CORPORATE
FINANCIAL INFORMATION

The architecture of financial control, as established above,
is undergoing a systemic crisis defined by algorithmic
asymmetry and the growing audit report lag. To overcome
the limitations of traditional sampling-based testing and
adopt the deterministic Audit-as-Code methodology, one
must study the technological environment to be verified.
This chapter is an analytical cross-section of contemporary
corporate ecosystems in which the processes of generating,
routing, and transforming financial information are delegated
to artificial intelligence systems and to robotic process
automation RPA. Understanding how new-generation ERP
systems, predictive ML analytics, and autonomous Al agents
function is a condition for synthesizing the mathematical
metrics of the Explainability Index and the Traceability Index
that form the Assurance Readiness Score.

Automation of Accounting Processes in New-
Generation ERP Systems

Corporate enterprise resource planning systems, ERP, have
evolved from passive relational transactional databases

decision-making and predictive orchestration [33]. The
principal driver of this transformation is the integration
of robotic process automation technologies with cognitive
technologies, which directly affects the relevance, reliability,
and timeliness of corporate reporting.

The introduction of RPA set off a shift in corporate accounting.
Traditional accounting systems suffered from multiple
manual interfaces, leading to high operational errors in data
transfer [34]. Robotic automation integrated with natural
language processing and optical character recognition
algorithms, known as Intelligent Document Processing,
enables software agents to extract unstructured data from
invoices, contracts, and bank statements and convert it into
structured entries.

Empirical studies confirm that integrating RPA into
processes such as account reconciliation and accounts
payable processing reshapes the transactional landscape
[35]. Hybrid RPA frameworks can shorten the reconciliation
cycle for multicurrency and multiformat transactions by
60 to 95%, reducing the need for manual intervention by
almost half and increasing automatic matching to 88 to 95%
[36]. Figure 6 compares the elimination of compliance-rule
violations over time with and without RPA.

toward intelligent platforms capable of autonomous
= With RPA
60
kel
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o 40
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°
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O e - - e
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Week

Fig. 6. A comparison of the elimination of compliance-rule violations over time with and without the use of RPA

For the audit profession, this means a transformation of the nature of error itself. In a robotic environment, errors cease to
be random and become systematic. This phenomenon has been named the automation blind zone, the case in which a robot,
at high speed and without cognitive doubt, executes an algorithm that contains a logical defect.

This factor dictates a change in the assurance methodology. Because RPA operates 24/7, the population of data forms
continues without interruption. Traditional sampling-based audit yields to the concept of continuous monitoring with full
coverage, in which audit gates verify the program code of the bot before deployment to the production environment, thereby
ensuring the reliability of the Traceability Index. The integration of RPA into the ERP architecture is shown in Figure 7, as is

the positioning of the audit gates.
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Fig. 7. The integration of RPA into the ERP architecture and the positioning of algorithmic audit gates

The move from theory to corporate practice is most clearly traced in the architecture of the flagship ERP systems that today
set the technological standard for the Fortune 500.

SAP S/4HANA relies on in-memory computing and the Universal Journal architecture, which bridges the gap between
transactional and analytical systems [37]. This avoids delays in aggregation. Batch processing is no longer required for
financial reporting. The built-in SAP Intelligent RPA module, powered by machine learning, implements predictive scenarios.
The SAP Cash Application module, for example, applies historical payment patterns to automatically clear accounts receivable
[38]. A telling case is the experience reported in study [38], whose authors, applying this solution, achieved a 23% reduction
in operating costs, a 65% reduction in manual intervention, and a rise in order fulfillment accuracy to 98.5%. SAP also
introduces generative Al capable of interactively verifying supplier invoices and of performing mass updates from natural-
language queries, which secures a high degree of traceability of the system’s actions [39].

Oracle Fusion Cloud ERP advances the agentic automation concept by introducing specialized autonomous agents that
operate on top of a standardized system core [40]. For a continuous assurance methodology, the following Oracle components
are of particular interest.

The Document 10 Agent independently executes the Procure-to-Pay process from start to finish. The agent extracts data
from multichannel sources, normalizes them, applies three-way matching, and runs checks for fraud and compliance policy
adherence [40].

The Ledger Agent is an algorithmic agent of the general ledger. It scans transactions in real time and detects anomalies and
exceptions. It applies generative Al to provide a contextual analysis of deviations and can autonomously form corrective
journal entries before the official close of the quarter [41]. Table 4 shows a comparative characterization of how automation
in new-generation ERP systems affects the quality of financial information.
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Table 4. A comparative characterization of how automation in new-generation ERP systems affects the quality of financial

information

Assessment criterion,
quality metrics

Effect of SAP S/4HANA, In-
memory, and Intelligent RPA

Effect of Oracle Cloud ERP, Al
agent

Significance for algorithmic
audit, ARS

Speed and timeliness

Shortening of reporting time
toward a real-time regime,
and narrowing of the financial
close window

Continuous orchestration of
processes  through  agents,
Payables, and Ledger Agents
working 24/7

The audit report lag is removed,
andatransitionto APImonitoring
of transactions is required

Accuracy and errors

Reduction in the number of
manual errors by 30 to 70%,

Up to 95% accuracy of data
extraction, Document [0 Agent,

Errors become systematic, a
defect in the algorithm, the audit

transactional core, Clean Core

high clearing accuracy, SAP|and automatic compliance|focus moves to code, and XAI
Cash Application checks
Traceability A single source of truth in the|Detailed logs of agent actions|The Traceability Index, TI,
Universal Journal with  support for natural-|is maximized through the
language explanations immutable logs of the system
Adaptability Predictive management off{A modular structure that|Verification of access rights and
inventory and liquidity separates agents from the|of the role model, Segregation of

Duties, is required for Al agents

The introduction of such systems leads to a paradoxical situation. The quality of internal financial data rises many times
over, yet the external audit, which relies on lagging statistical samples, becomes less relevant. To validate the work of the
Oracle Ledger Agent or SAP Cash Application, an auditor must apply the Audit as Code framework, embedding control scripts
directly into the ERP system’s API flows to continuously compute the Assurance Readiness Score.

Predictive Analytics in Financial Planning

While the automation of accounting processes raises the quality of historical data, predictive analytics grounded in machine
learning algorithms transforms the assessment of the corporation’s future financial condition. The move from a static,
retrospective approach to multifactor probabilistic modeling shifts the paradigm for financial planning, budgeting, and the
assessment of the going-concern assumption.

Historically, corporate budgeting was a resource-intensive, discrete, often annual process, subject to substantial cognitive
distortions on the part of management. As studies show, 76% of organizations still depend on manual spreadsheet-based
planning, while 63% of chief financial officers admit that such methods cannot account for macroeconomic volatility [42]. In
response, the corporate finance ecosystem moves toward a model of rolling forecasts that uses predictive algorithms.

Machine learning algorithms such as random forests, gradient boosting, and Bayesian additive regression trees can process
terabytes of external, unstructured data: the dynamics of commodity markets, changes in interest rates, sentiment from
news aggregators, and geopolitical indices [43]. Unlike linear models, these algorithms continuously recalibrate, adapt to
new patterns, and dynamically recompute the budget in real time.

Empirical data confirm the effectiveness of this approach. A study of Al adoption in financial planning across 287 corporate
cases found that the use of ML algorithms reduced average forecasting error from 13.5% to 6.8% and yielded 36.2% higher
revenue prediction accuracy than analysts’ estimates [42]. The use of clustering methods reveals hidden patterns of inefficient
spending and, on average, lowers operating costs by 8.3%.

For the audit function, such a transformation creates a new methodological threat. The auditor must confirm the soundness
of management forecasts, for example, when testing assets for impairment under IAS 36. If the forecast is generated by
the black box of a neural network whose weights mutate constantly under the influence of new data, standard discrete
procedures stay powerless. An independent guarantee is possible only with the use of explainable Al tools that enable
algorithmic verification of the forecast assumptions. Figure 8 shows the architecture of ML forecasting in finance and the
integration of explainable Al for auditability.
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Fig. 8. The architecture of ML forecasting in finance and the integration of explainable Al for the sake of auditability

One ofthe most critical aspects of financial auditand corporate governance is the application of the going-concern assumption,
which assesses the company’s ability to meet its obligations over at least 12 months. The inability of auditors to identify
bankruptcy risks in time has historically led to systemic financial market crises.

Classical statistical methods of estimating the probability of bankruptcy, such as the Altman model, Zmijewski, or logistic
regression, rest on linear relationships among a limited number of financial ratios [43]. In hypercompetitive, volatile markets,
these models exhibit low accuracy and a high false-positive rate. They are giving way to deep learning architectures, in
particular recurrent neural networks and ensemble methods, able to model complex nonlinear dependencies.

Long short-term memory and gated recurrent unit architectures have become particularly relevant in financial time-series
analysis. They were designed to address the vanishing gradient problem and can remember long-term financial patterns,
which is critical for cash flow analysis. In an empirical study using data from Taiwanese corporations over the period 2004 to
2019, including sixteen financial and four macroeconomic variables, deep learning architectures achieved good results. The
LSTM model achieved 96.15% accuracy, and the GRU achieved 94.23% [44]. It is critical that both models showed a record-
low Type I error, that is, the missing of a real bankruptcy, of only 1.92%, which minimizes the professional and reputational
risks of the auditor.

In parallel, gradient boosting methods, particularly XGBoost, demonstrate exceptional effectiveness for short- and medium-
term forecasting. In predicting default over a 180-day horizon, XGBoost achieves 98.69% accuracy and surpasses classical
statistical approaches [45]. Hybrid models demonstrate effectiveness in improving class balance and convergence speed,
and in reducing false-negative forecasts for high-risk companies to a minimum [46]. A comparison of the performance of
machine learning algorithms in going-concern assessment tasks is shown in Table 5.

Table 5. A comparative analysis of the performance of machine learning algorithms in going-concern assessment tasks

Forecasting model Base architecture Accuracy Sensitivity |Precision |Typelerror
Logit / Altman Z-score Statistical regression around 70 to 80% |Medium Medium High

LSTM Deep learning, RNN 96.15% 90.00% 90.00% 1.92%

GRU Deep learning, RNN 94.23% 88.89% 94.12% 1.92%
XGBoost, 180-day horizon |Ensemble of decision trees  [98.69% High High Minimal
Hybrid Composite neural network |93.50% 91.80% 92.20% Low

Despite their mathematical superiority, the use of LSTMs or XGBoost by corporate management faces significant regulatory
barriers under I[FRS 13 and ISA 540. The standards require transparency of inputs and soundness of assumptions. To resolve
this conflict, the concept of algorithmic audit prescribes the introduction of XAl frameworks. The use of SHAP algorithms
lets the auditor quantitatively decompose the contribution of each hidden factor to the bankruptcy prediction, turning the
black box into an interpretable system and forming the Explainability Index. Without this index, a predictive model cannot
be recognized as legitimate audit evidence.
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The Integration of Al Instruments into the Work of
Finance Departments

An analysis of the transformation of financial accounting and
planning must be complemented by an assessment of the
overall organizational and technological level of digitalization
in finance departments. Adopting the concept of algorithmic
audit and the Audit as Code framework depends entirely on
the corporate IT infrastructure’s readiness for continuous
assurance.

Analytical data for 2025 and 2026 show that artificial
intelligence has moved beyond local experimentation and
entered a phase of institutional scaling. According to a
global McKinsey survey of chief financial officers, 44% of
respondents regularly use generative Al across more than
5 business scenarios, up from 7% the previous year [47].
About 65% of corporations plan to increase investment in
intelligent technologies.

Gartner reports on Al adoption in corporate finance;
however, record a stabilization and a slowing of growth.
The level of basic Al use stalled at 59% after rising from
37% in 2023 to 58% in 2024 [48]. The analysis reveals the
industry’s key problem: the return-on-investment gap. A BCG

study indicates that the median ROI from adopting Al and
generative Al in finance functions is only 10%, which is half
the target threshold of 20% [49]. Although 63% of finance
executives claim full Al deployment, only 21% of them can
confirm a clear, measurable financial return [50].

According to the Deloitte Al Maturity Model, the corporate
sector splits into several levels, from Automators at levels 1
and 2, where RPA is used at a basic level, to Transformers at
levels 3 and 4, where end-to-end process reengineering and
agentic ecosystems are realized [51]. Companies with a high
level of maturity generate three times the cost reduction and
twice the revenue growth by focusing on high-level tasks
[52]. The chiefbarriers to scaling are outdated infrastructure,
low data quality, a shortage of specialized personnel, and
concerns over compliance and information security.

In the context of algorithmic audit, this gap means that
the continuous assurance methodology must adapt. For
companies at levels 1 and 2, the audit gates will focus on
verifying rigid RPA rules, whereas for companies at levels
3 and 4, the priority shifts to assessing ML model weights
and the actions of autonomous agents. The decomposition
of the digital maturity levels of finance departments and the
corresponding foci of algorithmic audit is shown in Table 6.

Table 6. The decomposition of the digital maturity levels of finance departments and the corresponding foci of algorithmic audit

Characteristic of financial

processes

Almaturitylevel, by Deloitte
/ Gartner methodology

Principal technologies
in use

Focus of algorithmic audit,
ARS

Levels1to2,basicautomation, | Fragmented automation of routine

RPA, basic OCR, scripted|The Traceability Index, TI, audit

scaling pricing, anomaly detection

Automators tasks, AP/AR, reconciliations, and |rules of RPA script logic for blind
isolated data zones and logical flows
Level 3, process rethinking, | Predictive forecasting, dynamic|Machine Learning,|The Explainability Index, EI,

XGBoost, Random Forest,
Al copilots

through XAI, SHAP, and LIME,
testing of ML models for data drift

Level 4, agentic ecosystem,
Transformers networks, the system manages
liquidity and compliance on its

own

Fully autonomous multiagent

Comprehensive computation of
ARS, integration of audit smart
contracts at the level of CI/CD
Al-deployment circuits

Al agents, autonomous
ERP, deep learning, LSTM,
LLM orchestration

Finance departments derive the greatest practical value
from Al integration in three areas: proactive fraud detection,
multi-agent autonomous orchestration, and contextual
financial analysis.

Algorithmic bias and fraud pose a colossal threat in the
digital economy. More than 50% of financial fraud schemes
use generative Al, including social engineering, deepfakes,
and synthetic identities, creating a high-tech asymmetry
[53]. In response, financial institutions deploy real-time
ML algorithms. The HSBC Al system for combating financial
crime screens about 980 million transactions a month, finds
two to four times more financial crimes than before, and
yields 60% fewer false positives [54]. The time to analyze

billions of transactions fell from several weeks to several
days. The introduction of such systems generates vast
amounts of metadata that can be analyzed in continuous
audit to support ongoing assessment of the reliability of the
control environment.

Another trend of 2025 and 2026 was the introduction of
agentic AL It is a move from systems that generate advice to
systems that can autonomously make and execute multistep
decisions. One example is the introduction of the Zora Al
agent from Deloitte at Hewlett Packard Enterprise (HPE)
[55]. The integrated multi-agent system Alfred is used
for analyzing financial reporting, scenario modeling, and
expense management, interacting autonomously with both
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internal databases and employees. HPE's target metrics
from the Zora Al rollout assume a 25% reduction in costs
and a 40% rise in productivity. Another example is the
FinRobot platform launched by the Al4Finance Foundation,
which integrates Al agents directly into the ERP system and
automatically adjusts budgets and triggers cross-functional
workflows without human intervention [56]. Audit of such
environments is conceptually impossible after the fact. The
algorithmic gate must verify the agent’s neural logic itself at
the moment of decision, in an in-stream regime.

To have algorithmic decisions recognized as legitimate
evidence under international auditing standards, finance
departments are introducing explainable Al frameworks.
Instruments such as SHAP and LIME are applied to demystify
black boxes. When counterparties are scored or default
risks affecting the formation of provisions under IFRS 9
are assessed, for example, the SHAP method computes how
changes in a macroeconomic parameter affect the final
provision amount generated by a complex XGBoost model.
This provides the mathematical transparency needed to form
the Explainability Index and, ultimately, to compute ARS.

Immersion in the environment of contemporary corporate
ecosystems thus proves empirically that the paradigm of
traditional sampling-based control has fully exhausted its
methodological value.

Automation of accounting processes in new-generation
ERP systems based on SAP S/4HANA and Oracle Cloud ERP
removes stochastic human errors and replaces them with
the risk of deterministic logical failures that can distort data
arrays within milliseconds. The integration of deep learning
architectures with gradient boosting into predictive financial
planning and going-concern assessment processes yields
forecasting accuracy of 96-98%. The black box problem
arises, however. The mass migration of finance departments
toward autonomous multi-agent systems eliminates the time
lag between decision-making and execution.

Under these conditions, an independent guarantee,
assurance, of the reliability of financial reporting becomes
possible. Integrating audit procedures directly into the
software architecture is the only path to it. Within this
approach, explainable Al algorithms serve as the key toolkit
for continuously computing the Explainability Index and the
Traceability Index, enabling the real-time calculation of the
Assurance Readiness Score.

CHAPTER3.THEBLACKBOXPROBLEMINFINTECH
AND THE SPECIFICS OF ALGORITHMIC RISKS

The shift of corporate ecosystems toward deterministic
automation and the integration of intelligent resource-
planning systems raise transactional efficiency, yet they also
generate a class of technological and methodological threats.
Delegating important financial functions, from credit scoring
and algorithmic trading to predictive budgeting and going-

concern assessment, to mathematical models of machine
learning and deep learning, gives rise to the black box
problem.

The essence of this problem is that contemporary nonlinear
high-dimensional algorithms, while possessing a high
predictive capacity, lack internal transparency. The logic that
transforms millions of input parameters into a final financial
decision often stays hidden even from the architecture’s
own developers [57]. With no interpretability mechanisms
in place, any bias in training samples, any logical defect in
program code, or any targeted cyberattack on the data
infrastructure scales at the speed of machine computation
and converts into corporate losses and systemic market
shocks.

In the context of financial audit, the black box problem refers
to a crisis in the classical procedures for gathering evidence,
as set out in International Standards on Auditing 500 and
540. This chapter is a conceptual and empirical analysis of
the typology of algorithmic errors, of the normative and
methodological requirements for explainable artificial
intelligence, and of the cyber vulnerabilities of automated
accounting systems.

A Typology of Algorithmic Errors

Algorithmic risks can be classified into three categories,
each with its own mathematical nature and its own way of
affecting the financial result: data bias, model overfitting
with subsequent drift, and failures in the deterministic
logic of machine learning. These errors breach the basic
postulates of reliability, objectivity, and completeness of
financial information.

Machine learning is inductive in nature. Algorithms detect
patterns found in historical data arrays and extrapolate
them onto future events [58]. If the historical data therefore
contain systematic distortions, hidden social prejudices, or
are statistically unrepresentative, the model assimilates,
codifies, and scales these defects during its operation. In the
financial sector, algorithmic bias poses a compliance risk
that leads to breaches of fair-lending laws and multimillion-
dollar fines.

Several key subtypes of algorithmic bias in finance can be
distinguished.

The first is historical bias. The model reflects reality
mathematically correctly, yet reality itself contains a
historically entrenched discrimination, for example, the
approval of credit predominantly for certain social groups.
The algorithm treats this injustice as an objective function
to optimize [59].

The second is representation bias. The training sample
does not reflect the real distribution of the population. As a
result, the algorithm yields incorrect financial forecasts for
underrepresented borrower or client cohorts [59].
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The third is proxy-variable bias. It is the type of distortion
hardest to audit. It arises when the algorithm is directly
forbidden to use protected attributes such as sex, race, or age,
yet a powerful neural network detects latent correlations on
its own through permitted proxy data such as postal code,
purchase history at certain stores, or level of education, and
recreates a discriminatory mechanism de facto [60].

An example of proxy-variable bias was the incident with the
Apple Card credit scoring algorithm developed jointly by
the technology corporation Apple and the investment bank
Goldman Sachs [61]. In 2019 and 2020, the algorithm faced
broad criticism and an official investigation by the New York
State Department of Financial Services. The cause was the
discovery that the system automatically approved men’s
credit limits 10 to 20 times higher than those of their wives,
despite joint tax returns, joint ownership of assets, and an
identical or higher credit score among the female applicants.
Although Goldman Sachs asserted that its algorithm was
programmed to be blind to sex and contained no gender as
an input variable, the system learned to discriminate against
applicants through hidden proxy variables, for example,
patterns of consumer spending. This phenomenon was
named the fairness paradox. Removing protected attributes
from the model complicates bias auditing but does not
remove bias within the model. Both corporations suffered
colossal reputational damage and faced regulatory pressure
as a result. They were also forced to review thousands
of algorithmic credit decisions by hand, which brought
substantial operating losses.

Still, harsher financial and legal consequences are traced
in cases bound to the notion of algorithmic cruelty in the
field of health insurance. An institutional example is the
United States insurance corporation UnitedHealth Group
and its subsidiary naviHealth, which introduced the nH
Predict algorithm for the automated assessment of patient
rehabilitation periods under the federal Medicare Advantage
program [62]. The algorithm, trained to maximize corporate
savings and minimize insurance payouts, systematically
ignored attending physicians’ instructions and denied
funding to gravely ill patients for critically important care.
A subsequent audit found that the algorithm had a shocking
90% error rate. That very share of algorithmic denials was
overturned by federal administrative law judges on appeal.
The result was large-scale class actions in 2023 to 2025 for
breach of contract, breach of the implied covenant of good
faith, and unjust enrichment, together with investigations at
the United States Congress level.

In a similar way, the Earnest Operations corporation was forced
to pay $ 2.5 million under a settlement with the Department
of Justice over claims of algorithmic discrimination in
education lending [63]. The Workday company faced a class
action from hundreds of thousands of applicants over the
use of an Al hiring system that systematically discriminated

against candidates by age and race, and the court rejected
the company’s defense that invoked the black-box concept
[64].

These empirical data demonstrate that algorithmic bias
directly translates into financial liabilities and require the
auditor to develop new procedures for testing controls
focused on the quality of training datasets and the
mathematical design of models.

Corporate ecosystems and global financial markets are
highly volatile, nonstationary environments. A machine
learning algorithm that achieves high statistical accuracy
on historical data fails with high probability in production
[65]. From a methodological audit perspective, this problem
breaks down into three interrelated technical risks: model
overfitting, data drift, and concept drift.

Overfitting is a situation in which a machine learning model,
typically one with high variance and low bias, integrates
statistical noise and micro-anomalies in the training sample
into its internal logic and treats random market fluctuations
as stable patterns. In financial forecasting, an overfitted
model loses its ability to generalize and begins to generate a
stream of false-positive financial signals, creating an illusion
of control when, in fact, stochastic chaos prevails.

Datadriftisachange over time in the statistical distribution of
theinputindependentvariables, while thelogical relationship
with the target variable itself stays unchanged. In corporate
finance, this occurs upon a sharp change in the demographic
profile of clients, upon entry into new geographic markets, or
upon structural shifts in transactional behavior, for example,
a mass move to electronic wallets.

Conceptdriftis the risk most critical and most destructive for
algorithmic audit. It arises when the hidden mathematical
dependence between the input predictors and the objective
function changes. A macroeconomic indicator, such as the
regional unemployment rate, which historically reliably
signaled a pool of borrowers, begins to correlate closely with
borrower defaults during a new crisis. The algorithm keeps
receiving the familiar sets of figures, yet their financial and
economic meaning has become the opposite.

The consequences of ignoring concept drift and algorithmic
overfitting in corporate financial strategy are most clearly
seen in the case of the technology company Zillow and its
algorithmic pricing and iBuying division [66].

Zillow’s machine learning algorithm was trained on
extensive historical data from a period of long-term, stable,
and predictable housing price growth in the United States. In
2021, however, as the market faced structural post-pandemic
changes, high volatility in global supply chains, inflationary
shocks, and a shift in migration behavior, the algorithm
proved mathematically unable to adapt to the new reality.
The model, overfitting past patterns, kept producing inflated
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property valuations. The corporation’s leadership, relying
without reservation on the forecasts of its algorithmic black
box, sanctioned the purchase of thousands of homes at
prices well above their market value [66]. The algorithmic
error was uncovered in full during the attempt to sell the
assets, forcing Zillow to admit that its business model was
no longer relevant. Zillow wrote off assets worth more than
500 million dollars, closed its multibillion-dollar iBuying
division, and dismissed 25% of its staff at once, about 2,000
employees.

This corporate failure confirms that the audit of predictive-
model algorithms cannot be a one-time act. It must also
include the introduction of real-time metrics for the
continuous monitoring of model drift. The contemporary
audit methodology must incorporate statistical tools
that enable the algorithmic recording of the divergence
between the distributions of historical data and the current
operational stream before the distortion materializes in the
financial report.

The third category is logical failures and architectural
defects in the program code. Unlike the random human
errors of an accountant or a trader, which are usually
localized and limited by human physical speed, the logical
failures of machine algorithms are strictly determined and
lightning-fast. High-frequency algorithmic trading systems
and autonomous multi-agent financial bots can replicate an
erroneous transaction millions of times per second without
a shadow of cognitive doubt.

An institutional example of an absolute logical and operational
failure is the collapse of the largest Wall Street market maker,
Knight Capital Group, in August 2012 [67]. While upgrading
the infrastructure and deploying new algorithmic code for
the Retail Liquidity Program on the company’s servers,
the engineers made a critical configuration error. The new
code was installed on only seven of the eight servers. This
seemingly trivial technical slip meant that when orders

reached the eighth server, an old subroutine named Power
Peg, dormant since 2005, was activated.

The mathematical logic of the Power Peg algorithm was to
aggressively buy shares at above-market prices and sell at
below-market prices for the testing of systems, but in 2005,
this code was disconnected from the module that accounted
for and confirmed the volume of completed transactions.
Once it reached the New York Stock Exchange without any
limitations, the autonomous algorithm began generating
orders without interruption, received no confirmation of
their execution, and therefore resubmitted them again and
again. In only 45 minutes, the algorithmic robot initiated
millions of transactions across 154 stocks and generated
uncontrolled long and short positions totaling $ 7 billion.

The company’s leadership and its technical specialists
remained paralyzed as they tried to understand where the
orders originated and could not stop the system, since there
was no single API gate for emergency shutdown. As a result
of the forced liquidation of these positions at a colossal loss,
Knight Capital lost 440 million dollars in less than an hour,
a sum almost three times the corporation’s annual profit.
The company’s own shares dropped 75% over two business
days, leading to a loss of independence and an emergency
takeover of the corporation by competitors [67].

This case, like the famous Flash Crash of 6 May 2010, in which
1 trillion dollars of United States stock market capitalization
was lost in 36 minutes through a cascading algorithmic
dumping of assets triggered by a spoofing-algorithm error
[68], proves the following postulate mathematically. Under
the autonomous machine routing of capital, the absence of an
embedded Audit as Code, in particular of algorithmic circuit
breakers at the API level and of continuous risk monitoring
of the executing code, carries the risk of immediate business
annihilation.

A systematization of algorithmic risks, of their nature, and of
their financial impact is presented in Table 7.

Table 7. A typology of algorithmic errors in corporate finance and their empirical consequences

proxy variables

Risk Essence of the defect Domain Case Audit
Data bias Unrepresentative or|Scoring, underwriting, |Apple Card, UnitedHealth, | Fairness tests, sample
discriminatory data, hidden|HR, compliance control |Hello Digit analysis, XAl

Overfitting and |Fixation on noise, loss of|Predictive

analytics, | Zillow Offers, losses above |PSI, KL divergence,

drift adaptation to new patterns |asset valuation 500 million dollars recalibration
ML logic failures|Code errors, API failures,|HFT, RPA, Al agent Knight Capital, Flash|White-box audit,
cascading failures Crash limits

The architectural dynamics of the escalation of a logical error are visualized in Figure 9.
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Fig. 9. A cascade model of the escalation of an algorithmic defect into a financial loss and the chronological failure of
retrospective audit

The Concept of Explainable Al in the Context of Audit

Overcoming the black box problem and transforming
algorithmic audit from a theoretical academic concept into a
legitimate procedure for providing independent confidence,
that is, assurance, is impossible without the introduction
of explainable artificial intelligence methods. The basic
international auditing standards require the auditor to
obtain sufficient and appropriate evidence of the soundness
of the amounts disclosed in financial reporting.

Whether the matter is provisions for expected credit
losses under IFRS 9, or the results of credit scoring, the

dynamic pricing of insurance premiums, or the fair value
measurement of illiquid derivative instruments under IFRS
13. And if they are generated by a deep neural network or
a complex gradient-boosting ensemble, the auditor faces a
normative and epistemological impasse. Traditional Data
Science metrics, such as Accuracy, Precision, Recall, F1-Score,
or RMSE, assess only the overall statistical performance of
the model on a historical test sample and do not explain
the algorithmic decision-making for each specific financial
transaction in real time.

In response to this challenge, the concept of explainable
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Al, XAl, offers a comprehensive set of mathematical and
algorithmic methods meant to demystify the work of complex
models. The aim of XAl is to make the decisions of Al systems
transparent, interpretable, and legally sound for human
perception, without compromising their predictive power.

In the context of algorithmic audit and normative compliance,
the term transparency is strictly defined [69].

Transparency refers to access to the mechanics of the
algorithm: its metadata, the architecture of the neural
network, the process of gathering and cleaning the training
sample, the hyperparameters, and the source code. It is a
concept of full access, or the white box, which is realized
in practice only rarely due to the protection of developers’
trade secrets.

Interpretability, or explainability, is the ability of the system
itself to provide a logically coherent description. Or it is
the ability of modules built on top of the system to provide
a mathematically sound explanation of why a particular
financial conclusion or forecast was generated in each case,
even if the architecture itself remains closed.

The XAl toolkit can be divided in a global sense into two
principal paradigms.

The first are inherently interpretable, a priori models. These
are algorithms whose design is understandable to a human
from the outset. They include linear regression, decision
trees, and rule-based systems. Their logic is transparent in
its structure, yet they often fall short in predictive power and
accuracy when applied to high-dimensional, unstructured
financial data such as text and transaction graphs [69].

The second are post-hoc methods of explanation. These are
mathematical algorithms layered on top of already trained
opaque black-box models, such as Deep Learning, XGBoost,
or an LLM, to reverse-engineer a quantitative decomposition
of the weight and influence of each factor on the final
decision. It is these post-hoc methods that form the core of
contemporary algorithmic audit for computing the author’s
metric, the Explainability Index.

To verify assessments of the risk of material misstatement

and to conduct an algorithmic audit of financial forecasts,
the global technological standard distinguishes two key
mathematical frameworks of post-hoc explainability that
can be integrated into audit platforms [69].

The first is the SHAP method, which stands for Shapley
Additive exPlanations [69]. It is based on the Shapley values
from cooperative game theory, developed by the Nobel
laureate Lloyd Shapley. The SHAP method computes the
marginal contribution of each feature across all possible
feature coalitions for a given forecast. In a financial audit, if
a neural network predicts a high probability of default for a
corporate counterparty, SHAP analysis lets the auditor see the
exact quantitative decomposition. The debt-to-EBITDA ratio,
for example, raised the probability of default by 25%, while
a stable history of operational payments lowered it by 10%.
The auditvalueliesin SHAP’s strict mathematical consistency
and local accuracy. It generates both a local explanation of
an individual anomaly and a global understanding of the
model’s aggregated logic.

The second is the LIME method, which stands for Local
Interpretable Model-agnostic Explanations. LIME generates
an explanation by building a simple, easily interpretable
surrogate linear model, for example, a Lasso regression, in
the immediate local vicinity of a particular local black box
forecast [69]. The algorithm introduces micro-perturbations
into the input data of a particular transaction and observes
how the neural network’s response changes, approximating
its local behavior.

Unlike SHAP, which requires substantial computational
power, LIME offers high computational speed [69]. This
makes it indispensable for integration into real-time audit
API gates. When the system must explain within milliseconds
why a high-frequency transaction was blocked by the
Fraud Detection module, the lightweight LIME is applied,
whereas the heavy, resource-intensive SHAP serves the deep
periodic audit of models for the valuation of balance-sheet
provisions or capital budgeting. A comparative analysis of
the mathematical XAl methods for forming the evidentiary
base in algorithmic audit is shown in Table 8, where ALE/
PDP means Accumulated Local Effects/Partial Dependence
Plots.

Table 8. A comparative analysis of the mathematical XAl methods for forming the evidentiary base in algorithmic audit

Criterion, requirements
of algorithmic audit

SHAP, Shapley values

LIME, local approximations |[ALE / PDP, global

dependence

Mathematical rigor and|Absolute, fair distribution

consistency

contributions, a regulatory standard

of| Approximate, instability
possible, the Rashomon Effect

Moderate, analysis of
average effects

Application in Continuous|Deep ML audit,

IFRS 9, Going

Real-timeaudit, Fraud Detection, | Visualization of trends

Assurance Concern, Data Bias streaming transactions for audit reports

Computational complexity |Very high, requires TreeSHAP |Low, fast explanations in the|Low, computations on
DeepSHAP stream aggregated data

Effect on the Explainability | The base core of the metric, global|Local interpretation of|Auxiliary analysis of

Index and local interpretation incidents model behavior

The drive to demystify financial algorithms and introduce Audit-as-Code procedures is also dictated by an emerging, rigid
global regulatory framework. The era of uncontrolled algorithmic use is coming to an end.

Universal Library of Business and Economics

Page | 48



Algorithmic Audit: A Methodology of Continuous Assurance in Corporate Ecosystems

A key driver of the legal transformation of Al is the European
Union Artificial Intelligence Act (EU Al Act), which officially
entered into force on 1 August 2024 [17]. Its architecture
assumes a phased rollout. The prohibitions on unacceptable
practices took effect in February 2025, the rules for
general-purpose models in August 2025, and the full, rigid
requirements for high-risk systems became mandatory from
August 2026.

The EU Al Act introduces a risk-oriented approach that
has a direct, transformative influence on corporate finance
departments and the methodology of international audit
networks. Under the law, algorithms used in the banking
sector for credit scoring, creditworthiness assessment, and
algorithmic pricing in insurance are classified as high-risk,
and this classification is unambiguous.

Under Articles 13 and 14, high-risk financial algorithms
must provide sufficient transparency for end users, auditors,
and regulators to interpret the results clearly. Corporations
must implement a comprehensive risk-management system,
ensure the highest-quality training data to prevent data bias,
maintain detailed technical documentation, and, above all,
guarantee an effective mechanism for human oversight.

The absence of a proper framework for algorithmic
governance, independent audit, and a documented XAl layer
can result in devastating fines of up to 35 million euros or up
to 7% of the corporation’s global annual turnover, whichever
is greater [70]. This moves the algorithmic audit out of the

category of IT recommendations and into the category of a
baseline condition for the business’s financial survival.

In the United States of America and at international financial
institutions such as the Basel Committee on Banking
Supervision and the Financial Stability Board, regulators
have historically relied on the guiding principles of Model
Risk Management. The principal document here is the United
States Federal Reserve guidance SR 11-7, Guidance on Model
Risk Management, adopted as far back as 2011 [71]. The SR
11-7 guidance directly requires independent validation of
models, rigorous testing, and regular internal audit.

In reality, in 2025 and 2026, regulators acknowledge that
traditional linear principles lag behind the evolution of deep
neural networks and generative Al [69]. The complexity
and high dimensionality of deep learning architectures
make manual model validation impractical. To resolve this
collision, regulators require the integration of advanced XAl
methods directly into the core of financial institutions’ MRM
frameworks and acknowledge the complex trade-off between
an algorithm'’s predictive accuracy and interpretability [69].
It is here that automated algorithmic audit serves as the
technological bridge between engineering complexity and
the legal imperatives of compliance.

The architectural positioning of the XAI layers within the
ecosystem of continuous algorithmic audit for compliance is
shown in Figure 10.
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Fig. 10. The architectural integration of XAl gates into the algorithmic audit pipeline for generating audit evidence and for
the observance of regulatory norms
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Cyber Risks and Vulnerabilities of Automated
Accounting Systems

The relevance, completeness, and legal reliability of
corporate financial reporting have historically rested on the
reliability of the Internal Control over Financial Reporting
system, abbreviated ICFR. In a contemporary landscape
characterized by the hyperconnectivity of Intelligent ERP,
mass migration to cloud microservice architectures, and
integration into the API economy, the traditional closed ICFR
perimeter dissolves and merges inseparably with the circuit
of information cybersecurity.

The audit of the mathematical logic of Al models loses all
practical sense if the underlying information infrastructure
and database management systems that feed these
algorithms are themselves compromised. Empirical studies
from 2025 prove a direct mathematical correlation between
the presence of cyber vulnerabilities and the risk of financial
unreliability. Information security incidents increase the
probability of a subsequent retrospective revision and
withdrawal of already issued financial reporting by 12%
[72]. The same study notes that each additional dollar
invested in a mature cybersecurity architecture lowers the
number of material accounting misstatements in proportion.
This confirms cybersecurity’s status as a principal element.
It is also an inseparable element of the quality control of
corporate financial information.

Contemporary financial ecosystems and robotic platforms
rely on intensive data exchange via application programming
interfaces. The integration of many microservices within
cloud enterprise resource planning systems creates particular
vectors of vulnerability. Granting external technology
suppliers direct access to the core forms particular vectors
of vulnerability as well. These vulnerabilities create a direct
threat to the financial integrity of accounting. Among the
most critical are the vulnerabilities of application interfaces
in corporate automated accounting systems.

Broken object-level authorization is among the most
widespread vulnerabilities. It arises in cases where the
interface server does not properly check whether the
current authenticated user holds a lawful right of access to a
particular financial object, for example, to the identifier of a
bankaccountora transaction in the database. By substituting
the identifier in a request, a malicious actor can view, alter, or
delete others’ transactional records. As a result, the control
procedures of the resource planning system are bypassed.

Mass assignment occurs when the interface automatically,
without proper filtering, binds client input to internal
protected objects or variables in the accounting database.
This allows an attacker to inject hidden fields into an ordinary
request. When updating a profile, for example, the attacker
may add a parameter that grants administrative privileges,
or alter a hidden field associated with the account balance.
The consequence is financial falsification and an unlawful
expansion of access rights.

Exploitation of business-logic vulnerabilities is a more
sophisticated class of attack. Here, the malicious actor uses
fully permitted system functions, yet in an unexpected context
or in a particular sequence. A characteristic example involves
exploiting a race condition during transaction clearing. Such
a scheme allows the same funds to be withdrawn repeatedly
before the general ledger balance is updated.

A substantial threat to accounting systems also comes from
the integration of third-party open-source software and of
plug-in modules into the core of the resource planning system.
The supply-chain risk lies in the fact that the compromise
of external components can affect the internal accounting
infrastructure. Such a threat is recognized as a key threat in
cybersecurity. Situations in which vulnerabilities in external
dependencies affect application interfaces and machine
learning modules are especially dangerous. A significant
share of successful incidents involving artificial intelligence
models is caused precisely by a breach of supply-chain
integrity.

The class of cyber threats most innovative, hardest to detect,
and most destructive for the methodology of algorithmic audit
is adversarial machine learning. This scholarly paradigm
and cyber practice examine the methods by which malicious
actors mathematically deceive, compromise, and manipulate
the behavior of Al and ML models to bypass security systems
or distort their predictions [73].

In March 2025, the United States National Institute of
Standards and Technology issued the standard NIST Al
100-2e2025: Adversarial Machine Learning, A Taxonomy
and Terminology of Attacks and Mitigations, which officially
classifies AML threats by the phases of the machine learning
life cycle and by the aims of the malicious actor [73].

By adapting the NIST taxonomy to the specifics of corporate
ecosystems and automated financial accounting, three of
the most critical attack vectors can be distinguished, each
requiring the introduction of audit countermeasures.

The first is data poisoning during training. It is an attack on
integrity and availability in which the malicious actor gains
access to the database and deliberately compromises the
model’s training sample. This is achieved by quietly adding
malicious samples, modifying existing ones, or deleting
critically important data. The aim is to distort the model’s
understanding of the underlying financial or pattern logic.
Within financial ecosystems, data poisoning lets corporate
fraudsters quietly train the Al fraud-detection system or the
AML screening to perceive certain specific patterns of illicit
transactions, for example, transfers to the accounts of certain
offshore subcontractors, as fully legitimate operations. This
vulnerability carries a devastating cumulative effect. Over
time, the poisoned data disperses across the entire cloud
infrastructure. In the course of continuous model retraining,
they weave deep into the algorithm’s DNA, making a one-time
correction via a simple system rollback impossible. Audit
of financial reliability after the fact becomes conceptually
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powerless, for the Al controller itself sanctions the unlawful
withdrawal of capital while relying on its distorted yet
mathematically flawless, poisoned logic.

The second vector is evasion attacks at the operational phase.
This class of attack arises when the malicious actor feeds an
already deployed, correctly trained, and functioning model
specially generated and mathematically modified input data,
the so-called adversarial examples. These input data contain
minimal mathematical noise or perturbation, invisible
to humans and to traditional filters, that moves the data
vector across the neural network’s decision boundary and
forces the model to issue a fundamentally wrong prediction.
In fintech and corporate accounting, evasion attacks are
used to bypass algorithmic compliance controls, to bypass
biometric authentication systems during the authorization
of large payments by creating deepfake faces or substituting
audio, to disguise malicious network traffic as standard ERP
requests, and to bypass intrusion-detection systems.

The third vector is inversion, model theft, and privacy
attacks at the operational phase. It is a class of attack aimed

at breaching confidentiality and extracting trade secrets.
Without direct access to the code or the databases, a
malicious actor or an unscrupulous competitor methodically
sends hundreds of thousands of queries to the open API
of a black box, for example, to a corporate credit scoring
algorithm, an algorithmic pricing engine, or an LLM. By
carefully analyzing the model’s output responses and their
probability distributions, the attacker applies machine
learning methods to mathematically reconstruct the original
training sample or to copy the target model’s internal logic,
weights, and architecture. A successful model inversion leads
to a massive leak of the corporation’s financial data, its trading
algorithms, and clients’ personal data, which is classified
as a most serious breach of the law and brings devastating
fines and reputational collapse. For large language models
and generative Al, the specifics of the attack shift to prompt
injection, both direct and indirect, when the malicious actor
forces the corporate Al agent to leak protected databases by
manipulating the text input. Table 9 presents a taxonomy of
cyber vulnerabilities in algorithmic systems in the financial
corporate context.

Table 9. A taxonomy of the cyber vulnerabilities of algorithmic systems in the financial corporate context

Category of attack Mechanics of the attack

Risk for
intelligent ERP systems

financial and|Consequences for accounting

and audit

Compromise of the training
sample, insertion of hidden
backdoors

Data poisoning

Distortion of historical ERP
data, malicious entries become
the norm for ML control

Missing of fraud transactions,
false-negative results, compromise
of the Traceability Index

Evasion attacks Feeding of outwardly normal

data during model operation

Bypass of biometrics, KYC/
yet mathematically distorted|AML and
synthetic identities

Formation of fictitious assets and
IDP, creation of|liabilities invisible to Al filters

Model inversion and
model extraction

Reconstruction of the data or
the model architecture through
analysis of its responses

Theft of scoring models, HFT
algorithms and sensitive client
data

Leak of trade secrets, breach
of GDPR, preparation of new
attacks

Prompt injection and
generative-Al data leaks

Manipulation of text queries to
LLMs and agentic systems

Obtaining hidden financial
metadata through Al agents

Bypass of the role model,
unauthorized financial operations

The symbiosis of the traditional tasks of information security
and of classical financial audit reaches its apogee in the
analysis of the newest high-technology threats of targeted
distortion of financial reporting. In the traditional paradigm
of corporate fraud, unscrupulous management that wishes to
conceal financial problems faces an unsolvable dilemma. Any
aggressive artificial inflation of net profit creates statistical
anomalies, sharply increasing the risk of automatic detection
by the analytical ML instruments of the external auditor.

Maximum Violated Multi-Objective, abbreviated as the
MVMO attack, uses advanced adversarial machine learning
algorithms to simultaneously and mathematically optimize
two anticorrelated, mutually contradictory aims. An insider
attacker with access to the ERP programmatically introduces
the finest, mathematically computed micro-perturbations
into the accounting data array. The MVMO algorithm, for
example, manipulates the ratio of operating expenses for
equipment maintenance to capital expenditures for the wear

and amortization of property on the balance sheet, creating
a double-counting effect. This makes a large-scale financial
manipulation invisible to traditional automated checks and to
static ML analyzers, since the attack is deliberately optimized
for the blind spots of the checking party’s algorithms.

In parallel, the vector of applying generative artificial
intelligence reshapes the approaches to compromising
financial management systems through social engineering.
The classical mechanisms of two-factor authorization and
even visual video confirmation of identity, initiated by
management, have lost their reliability in the face of ultra-
precise Deepfakes and real-time voice cloning.

An alarming corporate case was the incident of early 2024 to
2025 with the British transnational engineering corporation
Arup [74]. An employee of the finance department of the
company’s branch in Hong Kong received an email with
instructions to carry out a secret corporate transaction,
supposedly on behalf of the chief financial officer in London.
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Showing due skepticism, the employee requested verification
through video conferencing. The malicious actors organized
a video call on which both the chief financial officer and
several other colleagues were present, who asked questions
and discussed the project, which turned out to be ultra-
precise deepfake avatars generated by Al in real time with
an exact simulation of the faces, the facial expressions, and
the voices of the real top managers. Fully convinced by the
video evidence and social pressure, the employee bypassed
standard delays and authorized 15 serial transactions,
totaling 25 million dollars, to the malicious actors.

This incident proves that, in the era of algorithmic media
and adversarial Al, human visual and auditory perception
cannot serve as a valid instrument for authorizing financial
transactions. The protection of automated accounting
requires a transition to the Zero Trust Architecture paradigm,
to the cryptographic verification of media streams, and, above
all, to the continuous integration of audit circuit breakers
at the level of the program code itself. The architectural
mechanism of a multi-objective adversarial cyberattack
on financial accounting and control systems is presented
graphically in Figure 11.
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Fig. 11. The execution logic of a Maximum Violated Multi-Objective attack using adversarial machine learning to bypass
automated financial audit systems

The analysis conducted in this chapter thus reveals and
systematizes the root problem of contemporary fintech.
Autonomous corporate ecosystems that have delegated
transactional functionality to nonlinear Al models lack
internal transparency and are structurally vulnerable.
Algorithmic defects such as hidden data bias and concept
drift generate deterministic cascading distortions. These
errors undermine the basic going-concern postulate and

result in multimillion-dollar financial and reputational
losses, as evidenced by incidents involving Zillow, Knight
Capital, and UnitedHealthcare.

In turn, the absolute absence of logical transparency, that
is, the black-box problem, makes it impossible to meet
international standards and dictates the inescapable need to
integrate the mathematical methods SHAP and LIME into the
internal control circuit. This is a question of the business’s
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legitimate existence as ultra-rigid global regulatory acts, such
as the EU Al Act and the updated Model Risk Management
SR 11-7 guidance, enter into force. The evolution of cyber
vulnerabilities, particularly the use of adversarial machine
learning and data poisoning techniques, demonstrates
mathematically that the reliability and integrity of financial
reporting today are inseparable from the cryptographic and
algorithmic protection of IT infrastructure.

The complex of these insurmountable factors attests to the
full methodological and instrumental failure of the discrete
retrospective testing paradigm. The pool of problems thus
formed provides the theoretical justification for developing
and introducing a new, deterministic author’s framework for
continuous monitoring grounded in the Audit-as-Code concept.

CHAPTER 4. DEVELOPING A METHODOLOGY
OF ALGORITHMIC AUDIT: THE ALGORITHMIC
INTEGRITY PROTOCOL FRAMEWORK

In response to the challenges outlined in the third chapter,
this chapter develops and justifies a comprehensive
methodology for algorithmic audit, with the Algorithmic
Integrity Protocol (AIP) framework as its core. The proposed
protocol moves the procedures of independent assessment
out of the plane of discrete after-the-fact analysis and into
a format of preventive deterministic control, realizing the
Auditas Code paradigm. The AIP frameworkis a standardized
technological and methodological superstructure integrated
into the development and operation life cycle of artificial
intelligence systems within corporate enterprise resource
planning systems, and it provides continuous mathematical
verification of the financial logic.

The Architecture of the AIP Protocol

The architecture of the AIP protocol is built on the concept
of a structural separation between the artificial intelligence
that makes probabilistic decisions and the execution that
implements them in the financial system. It is a defined
governance path that physically isolates the generation
of intent from its realization, enforced by strict validation
gates.

The principal task of the AIP architectural framework is
to ensure that no financial algorithm, robotic process, or
autonomous Al agent has direct, uncontrolled access to the
core of the ERP system or to the General Ledger without
passing a multilevel check. The protocol’s architecture
decomposes into four interrelated logical levels, each
performing a specific methodological and technical function
in generating audit evidence that satisfies the requirements
of completeness and appropriateness.

The first component is the level of control over the provenance
and integrity of incoming data. Because algorithmic bias
and cyberattacks aimed at data poisoning can distort
a predictive model’s financial logic, this level performs
continuous cryptographic verification of incoming streams.
The component uses hashing algorithms such as SHA-256

and digital signature verification to ensure that training
samples or operational transactional data have not been
modified in an unauthorized manner. Integrating the concept
of an immutable distributed ledger at this stage ensures
that the audit trail of every injected data fragment remains
mathematically unaltered and prevents retrospective
falsification in corporate databases.

The second component is the layer for the encapsulation
and telemetry of Al models. In the AIP paradigm, every
cognitive model, whether a neural network for credit
scoring or a gradient-boosting ensemble for assessing
provisions for expected credit losses, is encapsulated in a
specialized container. This container exports the final binary
or continuous financial decision in real time. It also exports
arrays of deep-telemetry data: gradients, distributions of
hidden-layer activations, confidence metrics, and entropy
indicators. Such encapsulation transforms the algorithmic
black box technologically. It becomes an interpretable
gray box, providing the data basis needed for post-hoc
explainability algorithms, a critical requirement under
international auditing standards.

The third element in the architecture is the deterministic
audit gate, which is the practical realization of the Audit as
Code concept. This gate contains machine-readable audit
policies based on approved corporate risk, compliance
requirements, and international standards. The audit gate
intercepts the Al model’s decision within milliseconds. This
happens before the decision is integrated into the financial
reporting, and the gate computes the key indices of reliability
and transparency. The gate uses strict routing logic based
on the computation results and divides transactions into
three categories. PASS is a green corridor for operations that
are cryptographically transparent. WARN is a conditional
execution that automatically triggers an alert to the internal
audit service upon the detection of statistical deviations.
BLOCK is a preventive block of the transaction upon the
recording of critical concept drift or a fall of the explainability
index below the normative minimum.

The fourth component is the level of cryptographic logging
and reporting. After passing the deterministic gate, the
entire meta-context of the algorithmic decision, including
the vector of input data, the exact version of the model
weights, the computed XAl-metric values, the time stamps,
and the formal justification of the gate’s decision, is written
into a protected WORM register, that is, Write Once, Read
Many. This process automatically generates a standardized
package of audit evidence that provides a high level of
reproducibility of results and enables external auditors to
verify the correctness of the corporate control environment
without the need to rerun petabytes of historical data.

To clearly demonstrate the interaction of the components
described and the data flows in the corporate infrastructure,
a general scheme of the AIP protocol architecture was
designed and shown in Figure 12.
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Fig. 12. The architecture of the AIP protocol and the working mechanism of the deterministic audit gates

The specification of the technical components of the AIP protocol, their roles in reducing algorithmic risks, and their
contribution to the methodology of continuous assurance is detailed in the table below. This specification underscores
the move from qualitative assessments of the control environment toward strict engineering solutions. The architectural
specification of the structural components of the financial-algorithm verification system in AIP is presented in Table 10.

Table 10. The architectural specification of the structural components of the financial-algorithm verification system in AIP

Structural Base technological toolkit | Methodological purpose within Algorithmic risk being
component of AIP audit mitigated
Data Provenance |Distributed Ledger|Guarantee of  the reliability,| Data poisoning, unauthorized
Tracker Technology, SHA-256|completeness and immutability of|modification of accounting
hashing, DAG structures historical samples and streaming data |databases
XAI-Extractor, Post-hoc feature-attribution | Quantitative decomposition of|Cognitive opacity, the black
the explainability |algorithms, SHAP, LIME,|the nonlinear logic of the model,|box problem, latent false
extraction layer ALE, dependence graphs interpretation of each prediction correlations
AIP Decision Policy-as-Code, YAML/JSON |Mathematical matching of the generated | Automated execution of
Engine specifications, deterministic | metrics against the risk appetite, PASS/ |systematic errors, the automation
Python scripts BLOCK routing blind zone
Drift Monitor, the |Statistical divergence,|Continuous chronological monitoring of |Concept  drift, data drift,
deviation analyzer |Kullback-Leibler, Population|operational data for a shift in patterns |overfitting
Stability Index, PSI

Consider, for example, a bank that uses a model that, every evening, estimates the probability of nonrepayment across all
consumer loans and computes the provision amount for accounting purposes. Suppose that for Ivanov’s loan, the outstanding
debt is 500,000 rubles. The overdue period equals 45 days. The client’s income over the last two months has fallen by 30
percent. Based on these data, the model proposes raising the provision from 40,000 to 120,000 rubles. This decision has not
yet been entered into the accounting system. First, it passes through the AIP architecture.
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At the first stage, the system checks whether the input
data can be trusted. It compares the information on the
debt amount, overdue period, income, and credit history
with their cryptographic control fingerprints. Suppose the
overdue record in the source database was 45 days, while
in one of the intermediate files, it suddenly became 5 days.
Such a substitution is detected at once, because the control
fingerprint no longer matches. In this case, the data are
blocked, computation stops, and the system records the
integrity breach.

If the input data are confirmed, the model performs the
computation in an isolated environment. Together with the
final value, it provides additional information about which
features most strongly influenced the result. In the example
under consideration, the system records that 50 percent of
the influence came from the rise in the overdue period, 30
percent from the fall in income, and 20 percent from the
worsening of payment discipline over the last half-year. This
is needed so that the bank and the auditor can understand
the logic of a particular decision on a particular loan, rather
than see only the final sum of 120,000 rubles.

After this, the decision reaches the audit gate. A rule is set in
it in advance. If the contribution of a single feature exceeds
80 percent, or if the explainability indicator is below the
permissible level, or if the new provision value differs from
the average for a comparable group of loans by more than
threefold, the operation cannot be carried out automatically.
Suppose that for loans with similar characteristics, the usual
provision is between 90,000 and 130,000 rubles. Then the
sum of 120,000 looks normal. The explainability is sufficient
as well. The gate permits entry to the accounts.

Next, the system records the entire decision context in a
protected log. The log captures the source data for Ivanov’s
loan, the model version, the computation date, the new
provision amount of 120,000 rubles, the reasons for this
conclusion, and the audit gate result. Half a year later, the
external auditor examines this very case. The auditor sees
which data were used, why the model raised the provision,
and why the system allowed this amount to be reflected in the
accounts. Through this, every automatic decision becomes
verifiable, reproducible, and understandable at the level of
an individual operation.

The implementation of the AIP architecture presented
removes the conceptual vulnerability of retrospective
control by physically preventing algorithmic distortions
from entering the ERP system’s General Ledger. The
protocol acts as a preventive filter, ensuring that every Al-
generated operation conforms to predefined standards of
transparency and reliability and thereby builds continuous
audit confidence.

Metrics and Assessment Criteria

The architectural frame of the AIP protocol cannot
function without a strict quantification of audit judgment.

Qualitative characteristics such as reliability, transparency,
and impartiality, which auditors traditionally assessed
subjectively through professional skepticism, are converted
in the AIP methodology into mathematical formulas that are
aggregated in real time by algorithms. The development of a
defined system of indicators is the stage of formalizing the
framework that enables continuous, objective assessment
of algorithms across the entire corporate population of
transactions. The basis of the assessment system rests on
computing a composite Assurance Readiness Score, ARS,
synthesized from the indices of traceability, explainability,
and fairness metrics.

The first group of metrics comprises the indicators of reliability,
traceability, and stability. The reliability of an algorithmic
financial system within the paradigm of continuous
assurance is expressed through its capacity to maintain
its stated parameters of accuracy and logical integrity in a
nonstationary market environment, alongside its ability to
reproduce the full computation chain with precision. The
base criterion of this category is the Traceability Index TI.

The Traceability Index TI quantifies the level of documentary
and cryptographic completeness of the metadata that
accompany an algorithmic decision. Within the AIP
architecture, this measure is computed as a weighted sum
of binary indicators that confirm the presence of critical
artifacts across the stages of model development, testing,
and inference:
n
TI = Y, w X c,
i=1

(1)

where cg{0,1} is a Boolean variable that takes the value
1 when an artifact passes automatic verification, for
instance the presence of a cryptographic signature on the
training dataset, the recording of the exact version of the
model hyperparameters in the version-control system,
the availability of role-based access logs, while w, denotes
the significance weight of that artifact, which the audit
committee determines from the risk profile of the system,
given that the sum of all weights equals one. This formula
removes any variability of interpretation. The model either
possesses a complete audit trail, where TI—1.0 or lacks it,
signaling at once a compliance breach.

To sustain reliability over time, the AIP gateway additionally
computes the population stability index PSI. This statistical
indicator matters for detecting the phenomenon of data
drift, which can degrade the predictive capacity of a financial
algorithm such as a fraud-detection system:

: Prsa®
= E (Pactua!(b) - Pexpected(b))XIn( p (b) )’ (2)

expected

where B reflects the number of segments of the distribution
of the analyzed data, P_, (b) the proportion of observations
in the current operational flow of the ERP system, and
P (b) the proportion of observations in the original

expected
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training sample. In accordance with academic standards of
model risk management, when the value PSI>0.25 holds, the
AIP protocol forms a BLOCK status on its own and halts the
use of the algorithm until it is retrained, since a distributional
shift of such magnitude renders the further forecasts of the
system mathematically invalid.

Consider an example of computing the metrics for the
same loan for Ivanov, for which the model proposed raising
the provision from 40,000 to 120,000 rubles. In the AIP
system, this decision is assessed as follows. Suppose the
audit committee approved five mandatory artifacts for each
computation. A cryptographic signature of the training sample
with a weight of 0.25. A recorded version of the model with a
weight of 0.20. Recorded hyperparameters with a weight of
0.15. A role-access log with a weight of 0.20. A model-output
log for the day of the computation with a weight of 0.20. The
traceability index formula in this case is TI = 0.25c1 + 0.20c2
+0.15c3 + 0.20c4 + 0.20c5. Each variable takes the value 1 if
the artifact is found and passes the automatic check, and 0 if
the artifact is absent or corrupted.

Now substitute the concrete values for Ivanov’s loan. The
signature of the training sample is confirmed, so c1 = 1. The
model version is recorded, so c2 = 1. The hyperparameters
are saved, so c3 = 1. The role-access log is present, so c4
= 1. The model-output log for this run is missing due to
an export failure, so ¢5 = 0. Then TI = 0.25x 1 + 0.20x 1
+0.15x1+0.20x 1+ 0.20 x 0 = 0.80. This means that the
provision decision cannot be considered fully traceable. The
AIP system in this case keeps the computation, yet does not
admit it into the simplified regime of trust. The gate moves
the operation into a regime of additional verification, since
part of the evidentiary chain is lost.

Now consider the population stability index. Suppose the
model was trained on historical data where the distribution
of loan overdue periods looked as follows: from 0 to 30 days,
50 percent of contracts. From 31 to 60 days, 30 percent. From
61 to 90 days, 15 percent. Above 90 days, 5 percent. Several
months later, in the bank’s current stream, the distribution
became different: from 0 to 30 days, 20 percent. From 31 to
60 days, 25 percent. From 61 to 90 days, 35 percent. Above
90 days, 20 percent. This means the portfolio composition
changed, and the model now reflects a different economic
reality.

Substitute the data into the computation. For the first
segment: 0.20 minus 0.50 equals minus 0.30, In(0.20 / 0.50)
is about minus 0.916, the product is minus 0.30 times minus
0.916, about 0.275. For the second segment: 0.25 minus 0.30
equals minus 0.05, In(0.25 / 0.30) is about minus 0.182, the
product is minus 0.05 times minus 0.182, about 0.009. For
the third segment: 0.35 minus 0.15 equals 0.20, In(0.35 /
0.15) is about 0.847, the product is 0.20 times 0.847, about
0.169. For the fourth segment: 0.20 minus 0.05 equals 0.15;
In(0.20/0.05) is about 1.386; the product is 0.15 times
1.386, about 0.208. In total, the population stability index

equals 0.275 + 0.009 +0.169 + 0.208, which is 0.661. This is
far above the threshold of 0.25. AIP therefore assigns a block
status and stops the automatic use of the model.

In the example with Ivanov, the sum of 120,000 rubles may
seem plausible, yet the high value of the index indicates
that the system already operates in a changed environment.
Under such a shift, even outwardly reasonable computations
become unreliable. For AIP, this is of principal importance,
because the protocol must control the state of the very
environment in which this decision is produced.

The second group of metrics comprises transparency and
explainability metrics. The principal barrier to algorithmic
audit is the cognitive opacity of high-dimensional models, a
problem known as the black-box problem. Without grasping
the internal logic of a decision, the auditor cannot obtain
proper evidence of the correctness of a fair-value estimate
of assets or of the formation of provisions. To overcome this
barrier, the AIP methodology introduces the Explainability
Index XI, grounded in post-hoc interpretability methods
such as SHAP and LIME.

The index XI assesses the degree to which the decision of
a closed neural network can be quantitatively decomposed
into the influence of individual predictors. The mathematical
basis for global and local attribution is the Shapley vector
from cooperative game theory:
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where ¢i(v) expresses the precise marginal contribution of
feature i across all possible coalitions of features S. Within
the AIP protocol, the computation of SHAP values is not itself
the final metric. The Explainability Index XI is computed as
a function of the mathematical stability and fidelity of these
explanations under micro-perturbations of the input data:
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where XI is the explainability index, ¢(y) the vector of SHAP
attributions for the original object . ¢(x+5,) the vector of
attributions after a small perturbation of the input data. 5,
the micro-perturbation. K the number of perturbations. >0
a small constant for computational stability.
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When a slight, statistically noise-level change in the contract
amount produces a radical and illogical rearrangement of
the SHAP attribution vector, the value XI is mathematically
penalized and tends toward zero. This signals to the auditor
that the model is extremely fragile and that its logic does not
rest on economic regularities, which blocks the use of such
data for generating financial statements.

The third group of metrics consists of indicators of impartiality
and algorithmic fairness. The introduction of Al systems into
credit underwriting, HR analytics, and client scoring carries
a high risk of algorithmic discrimination, which violates
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regulatory norms. The AIP architecture embeds fairness
metrics into the core of continuous monitoring, thereby
preventing proxy discrimination.

The first base metric is Demographic Parity DP, which
requires the probability of obtaining the target outcome,
for instance, the approval of a limit, to be statistically
independent of membership in a sensitive or protected group,
the attribute A:

DP = |P(Y=1]A=0) - P(Y=1]A=1)| (5)

where Y =1 is a positive decision of the model.

Within the AIP methodology, the value DP is compared
against a normative threshold, for instance, so that the ratio
of the shares is no lower than 0.8. Exceeding the permissible
deviation puts the model in the high-risk category on its
own.

The second metric is Equalized Odds EO, which, unlike DP,
takes into account the true status of the object Y and requires
equality of the share of true-positive (TPR) and false-positive
(FPR) classifications:

ATPR = [P(Y=1|Y=1,A=0) - P(Y=1/Y=1,A=1)/ (6)

where y=1 is the true-positive status of the object in reality.

Kleinberg’'s impossibility theorem mathematically proves
that achieving ideal demographic parity and equalized
odds simultaneously is impossible in the presence of
base statistical differences across populations [75]. The
AIP protocol, therefore, does not require the absolute
nullification of these metrics and continuously monitors
them against defined risk corridors, providing auditors with
quantitative evidence that the algorithm does not exacerbate
the historically entrenched asymmetry.

Within the first example with the loan of [vanov, these metrics
can be shown in the task of approving a debt restructuring.
Suppose the bank uses a model that decides which clients
with an overdue period to offer a preferential payment
schedule. For the AIP system, this is a sensitive zone, as a
positive decision directly affects the client’s financial burden
and the bank’s credit risk. After computing the approval
probability, the AIP gate additionally checks whether a
systematic skew arises between the protected group and
the rest. As the sensitive attribute takes, for example, the
presence of a disability. Denote group A =1 as clients with a
disability and group A = 0 as the rest of the clients.

First, consider demographic parity. Suppose that over a
month, the model processed 200 restructuring applications.
Among clients without a disability, 120 applications were
submitted, of which 72 were approved. Among clients with a
disability, 80 applications were submitted, of which 32 were
approved. The probability of a positive decision for the first
group is then 72/120 = 0.60. For the second group, it equals
32/80 = 0.40. The demographic parity metric is computed as
the difference of these probabilities: DP=P(Y =1 | A=0) -
P(Y=1|A=1)=0.60-0.40 = 0.20. The system additionally

computes the ratio of the approval shares: P(Y =1 | A =1)
/P(Y=1]A=0)=0.40 / 0.60 = 0.67. When the internal
norm requires this ratio to be no lower than 0.80, the value
0.67 indicates a substantial deviation. In such a case, AIP
assigns the model a high risk and moves its decisions into a
reinforced control regime.

Now consider equalized odds. This metric already accounts
for the client’s actual status. Suppose that out of 120 clients
without a disability, 60 people are truly qualified for the
restructuring program. The model approved 48 of them.
The true-positive rate for this group is then 48/60 = 0.80.
Of 80 clients with a disability, 40 qualified for the program.
The model approved 24 of them. The true-positive rate for
this group is then 24/40 = 0.60. The difference under the
equalized odds metric amounts to: EO,, = PY=1|Y=1,
A=0)-PY=1]Y=1A=1)=0.80-0.60 = 0.20. This
means that, with an equally justified right to restructuring,
clients from the protected group receive approval markedly
less often.

For completeness of control, AIP can also check the
erroneous positive decisions. Suppose that among clients
without a disability, 60 people in reality should not have
received restructuring, yet the model approved 24 of them.
The false-positive rate is then 24/60 = 0.40. Among clients
with a disability, 40 people likewise should not have received
approval, but the model approved 8 of them. The false-
positive rate is then 8/40 = 0.20. The difference amounts to:
EO_FPR=P(Y=1|Y=0,A=0)-P(Y=1]|Y=0,A=1)=0.40
-0.20 =0.20. The model, errs differently for different groups.
For the control environment, this is an important signal, since
unfairness can manifest in both refusals to deserving clients
and an uneven distribution of erroneous positive decisions.

The inconsistent use of the described metrics prevents an
automated system from making unambiguous decisions
about blocking or passing transactions. The AIP framework
mathematically synthesizes these metrics into a single
Assurance Readiness Score ARS.

The score ARS quantifies the resulting level of trust in an
algorithmic system by aggregating the base risk level of the
application of the algorithm Risksewn,ty with the indices TI, XI,
and an aggregated fairness assessment Fairness_  derived
from the remaining metrics described above. The synthesis
follows this logic:

ARS = f[Risk

severity

min(TI, XI, Fairness___)) (7

The use of the minimum function in the formula is a
methodological decision that reflects the weakest link
principle in auditing. When a financial model possesses ideal
traceability TI=1.0 and absolute fairness Fairness_ =1.0,
yet its predictions remain wholly uninterpretable X/=0.15,
the resulting level of audit assurance ARS will be limited by
the value 0.15. Audit does not permit the critical absence of
transparency to be compensated by high technical reliability,
since an opaque system violates the base postulate of provability.
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The process of continuously computing ARS and the corresponding deterministic logic of routing decisions within the AIP
protocol are illustrated in Figure 13.

Al-pipeline data
sources

TI: Traceability PASS
Index Automatic
RS > 0.85
ARS synthesis
XI: Explainability Index ARS = f(Risk, 0.65 < ARS < 0.85
SHAP, LIME —1 min(Tl, X, Fairness)) atnlihd
Conditional execution

Fairness Metrics
DP, Equalized Odds

AIP computational
core

Machine-readable
gateway decisions

BLOCK
Block and manual review

Fig. 13. The logic of computing the Assurance Readiness Score and the deterministic routing of audit decisions within the

AIP protocol

The system of indicators developed forms a comprehensive toolkit for the continuous measurement of the reliability,
transparency, and impartiality of algorithms. A summary characterization of the algorithmic audit metrics, of their
mathematical nature, and of the target threshold values for passing audit control is presented in Table 11.

Table 11. The system of quantitative indicators of algorithmic audit in the AIP framework

Audit domain | Name of the indicator Mathematical / logical description Threshold value for PASS status
Traceability | Traceability Index, TI Sum of weighted binary flags for the|above 0.90, a high level of
presence of crypto-artifacts, code|governance
versioning and provenance logs
Model stability | Population Stability Index,|Divergence of the actual data distribution|at most 0.10, no statistically
PSI from the expected one: sum of (Pact|significant drift
minus Pexp) times In(Pact / Pexp)
Explainability |Explainability Index, XI Quantification of the stability and fidelity |at least 0.80, the possibility of
of the gradients of post-hoc explanations, |decomposing the hidden logic
SHAP/LIME, under local perturbations
Fairness Demographic Parity, DP The modulus of the difference in the|ratio at least 0.80, conformity to
probabilities of a favorable outcome for|the four-fifths rule
protected and unprotected cohorts
Integral Assurance Readiness Score,|A function min(TI, XI, Fairness) thatlimits |above 0.85, depending on the risk
assurance ARS the overall level of trust to the smallest of |level under ISO 42001
the critical indicators

The Algorithm for Integrating AIP into Corporate
Ecosystems

The theoretical design of the protocol architecture and the
mathematical justification of the system of metrics form the
conceptual foundation of algorithmic audit. The practical
realization of continuous assurance, however, depends
entirely on how deeply and seamlessly AIP mechanisms
can be integrated into the existing corporate information
technologylandscape. Contemporary ecosystems are built on
cloud platforms that leverage in-memory data arrays and use
microservice and API-based architectures. Integrating the
AIP protocol into such an environment requires abandoning
traditional, isolated audit instruments in favor of a step-by-

step approach that embeds control triggers directly into the
build and operational execution circuits.

The algorithm for integrating AIP relies on the agents-over-
core paradigm and the DevSecOps concept, and provides
continuous technical and process integration of audit
mechanisms without harming the performance of the base
accounting systems. This algorithm is realized in three
sequential stages.

The first stage concerns technical implementation at the CI/
CDcircuitlevel. The AIP methodology holds thatno intelligent
model may be admitted into the operational financial
environment without passing a deterministic certification.
This process is automated by embedding Audit-as-Code
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scripts into continuous integration and delivery pipelines
such as Jenkins, GitLab CI, or Azure DevOps.

The integration process at this stage includes the following
steps. First comes initiation and extraction. Upon the
deployment of anew version of an ML algorithm, for example,
a scoring model for assessing creditors, the developer uploads
the model weights and the code. The embedded AIP trigger
activates automatically and extracts the necessary artifacts:
the hash sums of the training dataset, the architecture
specifications, and the configuration files.

After this, within an isolated test environment, the AIP
module runs a series of automated simulations. The model
receives both legitimate and artificially generated adversarial
examples as input to test its resistance to manipulation of
the stability computation of the Explainability Index XI.
Having completed this, the protocol automatically runs test
transactions through the model to compute the indicators
of Demographic Parity DP and Equalized Odds EO, revealing
hidden proxy discrimination. From the collected data, the
script computes the result ARS. When ARS it turns out to be
below the threshold value for the given risk category, the CI/
CD pipeline isinterrupted. The system blocks the deployment
and generates a machine-readable report on the causes
of the failure, for instance, “TI=0.6 due to the absence of a
dataset signature, deployment halted”. The model returns
for revision without human auditor intervention.

The second stage is devoted to architectural integration into
the transactional flows of ERP systems. To provide continuous
monitoring of already deployed and functioning models, the
AIP gates must be implemented in the core of the enterprise
ERP ecosystem. The protocol functions in real time and
intercepts the transactions generated by autonomous agents
before they change the state of the General Ledger. The

technical implementation varies substantially depending on
the host platform'’s architecture.

In the SAP S/4HANA ecosystem, the AIP architecture is
deployed using the sidecar pattern on the SAP Business
Technology Platform cloud platform. Such an architecture
preserves the ERP system’s clean core. Intelligent scenario
management and the built-in Al agents, such as SAP Joule or
the Cash Application module, interact with the digital core via
protected OData APIs. While the agent generates an invoice-
clearing proposal or forms a journal entry, the OData request
is intercepted through the AIP gate. The gate requests the
LIME values for this local transaction within milliseconds.
It also checks the data-drift telemetry. Upon detection of an
anomaly with WARN or BLOCK status, the AIP gate returns
the HTTP response code 403 Forbidden to the ERP system,
along with metadata on the algorithmic violation, thereby
preventing the entry from being written to the Universal
Journal at the hardware level.

In the Oracle Fusion Cloud ERP ecosystem, where multi-
agent systems such as the Ledger Agent and the Document 10
Agentare widely used, AIP integration isimplemented via the
Oracle Integration Cloud and Al Data Platform components.
AIP embeds as an independent Trust Orchestration layer.
In addition to verifying explainability, AIP has a further
realization at this level. It enforces strict algorithmic controls
to ensure the segregation-of-duties principle is observed. The
protocol guarantees that an Al agent that initiates a financial
operation through predictive analytics does not, at the same
time, hold the rights to its autonomous approval, thereby
preventing the cycle from closing without proper control.

A visualization of the logic of AIP’s program interaction with
the components of the corporate environment is shown in
Figure 14.
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Fig. 14. The algorithm of AIP control triggers within the transaction-processing flow of the ERP system
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The third stage is process integration and the reengineering
of the audit operational model. The technical introduction
of scripts and API triggers is only the technological driver. A
full integration of the AIP framework is impossible without
transforming the organizational structures of internal audit,
risk management, and compliance services.

First, the integration of the protocol requires the creation of
a cross-functional Al Governance Committee that unites the
chief internal auditor, the data officer, and machine learning
engineers. The role of this body shifts from manual testing of
samples after the fact to periodic approval of mathematical
threshold values coded directly into the AIP protocol’s
configuration YAML files, which translate corporate policy
into executable code.

Second, the introduction of AIP realizes the shift-left audit
paradigm. In this paradigm, the auditor ceases to be a
verifier of paper or electronic invoices. The auditor’s work

becomes the inspection of the algorithms’ very logic. The
internal auditor analyzes aggregated dashboards of model
drift, studies XAl visualizations, such as SHAP plots that
show illogical variable contributions, and tests the reliability
of the AIP control gates.

Third, the AIP framework closes the cycle of continuous
improvement. In a nonstationary economy, Al models grow
obsolete. The AIP protocol constantly supplies telemetry on
blocked transactions. If the system records an abnormally
high share of WARN or BLOCK statuses, i.e., a sharp rise in
false positives, this triggers an automated pipeline to retrain
the base predictive ERP model, after which the updated
model must again pass certification through the CI/CD AIP
gate.

A comprehensive step-by-step plan for the technical and
process integration of the AIP methodology into corporate
ecosystems is systematized in Table 12.

Table 12. A roadmap for integrating the AIP framework into the enterprise architecture

Phase of integration |Level, domain

Key measures

and integration|Target result, artifact of the

mechanisms

stage

1. Assessment and
policy design

Strategic, governance

Inventory of all ML and RPA assets in
the ERP, assignment of risk categories
under ISO 42001, digitization of the
risk appetite in Policy-as-Code formats

An  algorithmic-risk  matrix,
approved configuration files for
the ARS, TI, XI thresholds

2. Introduction at the
build stage

Engineering, DevSecOps

Integration of Audit as Code scripts into
deployment pipelines, GitLab, Jenkins,
configuration of the generation of
cryptographic evidence packages

An impenetrable build pipeline,
automatic rigid blocking of
uninterpretable or biased models
before deployment

feedback loop for retraining degrading

3. Integration into|Infrastructural, ERP|Deployment of AIP as a sidecar|A functioning deterministic real-

transactional flows architecture application, SAP BTP, Oracle OIC,|time gate, generation of PASS,
interception of in-stream transactions| WARN, BLOCK commands for the
through OData and REST API General Ledger

4. Operational rollout|Process, audit  and|Training of auditors to work with|Eliminationoftheauditreportlag,

with a shift left compliance XAl dashboards, creation of a closed|a proactive and mathematically

grounded control environment

Al models

of a new generation

The introduction of the AIP framework, based on the
proposed multilevel algorithm, enables corporations
to mitigate algorithmic asymmetry. Instead of trying to
compete with high-frequency Al agents through manual
lagging samples, the audit function is embedded physically
into the program and transactional bloodstream of the
enterprise. The AIP protocol, grounded in strict metrics and
a deterministic architecture, provides full, continuous, and
cryptographically protected control over every operation
generated by artificial intelligence. This returns the human
auditor to full sovereignty over the corporate financial
ecosystem and transforms audit from an instrument for
recognizing historical losses into a preventive mechanism for
securing long-term financial sustainability and technological
trust.

CHAPTER 5. PRACTICAL I[IMPLEMENTATION
AND ASSESSMENT OF THE EFFECTIVENESS OF
CONTINUOUS ASSURANCE

The evolution of the traditional financial control model into
an intelligent ecosystem of continuous assurance involves
a multidimensional restructuring of operational processes,
both within internal audit services and in the methodology
for conducting independent external audits. This chapter
presents information on the practical implementation
of the AIP protocol that includes a deep quantification
of its economic effectiveness, a decomposition of the
organizational, technological, and regulatory barriers to
adoption, and a strategic vision of the evolution of the
international standards of the audit profession in the
paradigm of the artificial intelligence economy.
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Scenarios for Deploying the Continuous Audit Model

The traditional corporate governance paradigm historically
rested on the Three Lines of Defense model, in which the
internal audit function served as an independent third line
that conducted a retrospective assessment of the first two
lines: operational management and risk management [76].
With hyperspeed transactions and the rapid spread of
autonomous multi-agent systems, this classical architecture
faces an insurmountable temporal gap. Algorithmic defects
and distortions of financial logic materialize into colossal
losses within milliseconds, whereas traditional audits detect
them months later. The introduction of the AIP methodology
transforms this process and provides deterministic control
in the operational stream.

The scenario for deploying the AIP protocol for internal audit
services is conceptualized through the Audit as Code paradigm
and the architecture of continuous control monitoring.
Under the updated Global Internal Audit Standards, which
entered into force in January 2025, chief audit executives
are required to integrate advanced technologies, including
artificial intelligence and predictive analytics, to enhance
the effectiveness and efficiency of audit procedures under
standard 10.3 [77].

Internal audit moves from periodic probabilistic sampling
and testing of historical transactions to the permanent
audit of financial algorithms throughout their life cycle. This
deployment scenario includes the following critical stages.

Any predictive models, credit scoring modules, or smart
contracts must pass a mandatory certification through the AIP
gates before being released into the production environment.
The internal auditor no longer checks transactions after the
fact. The auditor approves the corporate threshold values of
the Explainability Index and the Traceability Index. Models
thatdo notmeetthe Assurance Readiness Score threshold are
automatically blocked by the system during deployment.

In the production operational environment, AIP functions
as an autonomous third-line audit agent. Unlike passive
workflow-automation systems that merely record activity,
agentic automation systems can test controls autonomously.
The platforms continuously analyze 100% of the data
population, detect shifts such as concept drift, and generate
automatic WARN alerts or preventive BLOCK blocks of
suspicious operations.

Internal audit uses the AIP modules to continuously compute
metrics for demographic parity and equalized odds, enabling
proactive prevention of the risks posed by hidden algorithmic
discrimination and proxy discrimination, which can entail
devastating regulatory sanctions and reputational collapse.

Consider modernizing the methodology for external audits.
For independent external auditors, the clients’ adoption of
the AIP protocol changes the very nature of gathering audit
evidence. Facing corporate digital ecosystems where the
majority of financial reporting is generated by autonomous

agents, for example, the Oracle Ledger Agent or SAP Cash
Application, with minimal human intervention, the external
auditor cannotrely on manual recomputation or on a classical
statistical sample.

The scenario for the external auditor’s interaction with the
client’s AIP ecosystem is built on the concept of reliance
on a reliable automated control environment. Instead of
extracting and independently recomputing arrays of raw
financial data, the external auditor redirects testing focus to
verifying the continuous assurance platform itself.

The external auditor checks the immutability of the
protected WORM logs (Write Once, Read Many), in which
AIP records the cryptographic metadata for all passed and
blocked transactions. The external check comes down to
assessing whether the threshold values of ARS, XI, and TI
approved by the client’s board of directors and management
correspond to the risk of material misstatement profile
required by international auditing standards. Using the post-
hoc attribution arrays exported by AIP, the external auditor
obtains mathematically grounded, quantitative evidence of
the decision logic of the client’s cognitive models. The hybrid
interaction model is shown in Figure 15.

External audit Corporate ecosystem
(independent assurance)
AIP CI/CD gateway |
Assessment of the _
Al control environment 4
Block / rollbatck TI&XI 2 threshold
Audit of AIP Al-model development P i
crypto-logs /MLOps
XAl metric verification
Radical reduction of
PASS N/BLOCK
«—

detailed-test volume \

Audit opinion
(Continuous Opinion)

General Ledger Alert to internal audit

Ipternal audit

Investigation of
algorithmic anomalies

\

Corrective actions

Fig. 15. A model of the hybrid interaction of internal
and external audit within the AIP continuous assurance
ecosystem

The joint integration of internal and external audit services
through the AIP protocol and a single platform creates a
synergistic effect. Duplicate checks are eliminated, improving
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process efficiency. The external auditor can rely on the results
of high-frequency testing conducted by AIP agents under
internal audit supervision, thereby eliminating the audit

report lag. A comparative characterization of the traditional
audit paradigm together with the AIP deployment scenario
is shown in Table 13.

Table 13. A comparative characterization of the traditional audit paradigm and the AIP deployment scenario

Assessment criterion | Traditional audit paradigm

Continuous assurance paradigm, AIP

Focus of checks

Historical financial transactions, post-factum

Algorithms, code, and data-generation processes,
in-stream

Population coverage

Statistical or stratified sample, less than 1 to 5%

100% of the population in real time

Toolkit
Vouching

Discretedataextraction,manualreconciliation, |[Al agents, MLOps telemetry, XAl attributions,

SHAP/LIME

Role of internal audit

Periodic checks of compliance and ICFR

Orchestration of risk thresholds, ARS, and

management of Al models

external auditor

once a year

Interaction with the|Handover of static files and audit samples

Provision of access to the AIP API gates and the
crypto-logs

Assessment of the Economic Effectiveness of
Adopting AIP

An academic and corporate justification of the
appropriateness of capital investment in algorithmic audit
infrastructure requires moving from qualitative judgments
about increased reliability to strict quantitative financial
metrics. The economic effectiveness of the AIP protocol
is generated through two channels, macroeconomic and
microeconomic. One channel is a fundamental reduction
in the cost of attracting capital from external markets. The
other is the direct operational minimization of losses from
algorithmic failures and regulatory sanctions.

In corporate finance, the cost of capital is strictly dependent
on the level of information asymmetry between insiders and
outsiders. The integration of high-dimensional, opaque neural
network models into financial planning generates hidden
risks. Aware of the impossibility of verifying algorithmic
black boxes, capital markets penalize such corporations
and build a higher risk premium into the valuation of their
assets.

A study by R. Moro-Visconti formalizes the influence of
Al on the weighted average cost of capital through three
specific channels: risk assessment, risk transformation, and
the reliability of corporate governance [78]. Algorithmic
automation may raise operating margins substantially, yet
it does not lower the cost of capital and may even raise it if
investors’ concerns over opacity and loss of control outweigh
the benefits from cash flows. The financial advantages arise
precisely when corporate governance makes Al use verifiable.
It also limits the downside risk.

It is precisely in this that the AIP protocol lies. By providing
mathematical transparency through the Explainability
Index and by guaranteeing cryptographic reproducibility
through the Traceability Index, AIP transforms Al assets
from a frightening unknown into an auditable instrument.
Empirical data confirm that integrating explainable Al
methods with deep learning increases corporate valuation
accuracy by 25% compared with traditional discounted cash

flow models [78]. Risk assessment, for example, the quality
of the institutional environment, together with non-financial
ESG metrics, contributes to a lowering of the cost of capital.
Confirmed algorithmically through XAI, these factors are
statistically significant [79]. Figure 16 shows the mechanism
through which continuous algorithmic audit lowers the
weighted average cost of capital.

Mitigation of Al Lower risk
‘tail risks’ premium / ERP
A
Maximizing the
Explainability Index XI
Protocol adoption Reduced information Lc’wsr hWA(f?C ad
asymmetry (IERTT
capitalization

Ensuring
traceability TI

Y

Lower cost of
debt / Kd

Higher governance
credibility

Fig. 16. The mechanism through which continuous algorithmic
audit lowers the weighted average cost of capital

Mandatory disclosure of information on algorithmic risks
through the confirmed independent metrics of AIP serves
as an excellent signaling instrument for the markets. For
companies in the technology and financial sectors, where Al
is the core of their business model, the presence of continuous
algorithmic auditing becomes a determining factor. It lowers
the risk premium to maximize market capitalization in
business valuation.

The vector of microeconomic effectiveness of AIP lies in
preventing operational catastrophes. It arises from a direct
increase in productivity. The well-known classical precedents
of cascading algorithmic failures, namely the Knight Capital
losses and the Flash Crash, which were caused by routing
errors and concept drift, demonstrate the ineffectiveness of
manual after-the-fact control. The integration of deterministic
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AIP gates that use circuit breakers at the API level ensures
that a financial operation is blocked before a distorted order
or an erroneous entry leaves the ERP system.

Moreover, the global regulatory landscape is tightening
liability for algorithmic errors. The European Union Artificial
Intelligence Act, which has entered into force, provides for
fines of up to 35 million euros or 7% of global annual turnover
for corporations that operate high-risk Al systems without
proper audit and human oversight [70]. The introduction
of AIP, which automatically generates compliance logs and
computes fairness metrics, fully eliminates the risk of such
financial sanctions.

A key driver of economic effectiveness is also the
transformation of the corporate insurance market.
Corporations that can demonstrate institutionalized
algorithmic auditing gain access to innovative products with

lower insurance premiums, since their risks, such as model
hallucinations or data poisoning, become quantifiable for
underwriters.

As for direct operational effectiveness, empirical studies
by HFS Research and BCG show that, although the median
ROI from adopting basic Al in finance often does not exceed
10% because of high overhead costs, the integration of
comprehensive intelligent automation together with
algorithmic compliance into processes such as Accounts
Payable/Receivable and balance reconciliation generates an
ROI in the range of 150 to 300% in the first year [80]. This
is achieved by reducing the time required to gather audit
evidence by 75% and increasing the accuracy of anomaly
detection to 95%. A quantitative decomposition of the drivers
of the economic effectiveness of adopting the AIP protocol is
shown in Table 14.

Table 14. A quantitative decomposition of the drivers of the economic effectiveness of adopting the AIP protocol

Domain of economic value

Financial metric / mechanism

Estimated quantitative effect

Cost of capital, WACC and
ROI

Reduction of the Equity Risk Premium and the
Cost of Debt. A rise in operating ROI through
continuous audit

ROI of 150 to 300% in the first year A
statistically significant reduction in the cost of
borrowing

Reduction of operational
losses

Hardware prevention of cascadingalgorithmic
failures, HFT fraud and micro-manipulations,
MVMO

Prevention of losses measured in tens of
millions of dollars, elimination of the Flash
Crash risk

Optimization of insurance

Reduction of D&O and cyber policy premiums.
Access to affirmative Al insurance

Savings of up to 20 to 30% on insurance
premiums through the verifiability of Al risks

Regulatory compliance

Avoidance of penalties for discrimination and

Prevention of fines of up to 35 million euros or

for breach of the EU Al Act

7% of global revenue

Effectiveness of external

audit

Reduction of audit hours through external
auditors’ reliance on CCM systems and XAl

Reduction of the cost of external audit by 15 to
35% through automated evidence

Barriers to Adopting Algorithmic Audit

The design of an algorithmic assurance model meets the
physics of corporate reality. These barriers are classified
into three domains: technological, workforce-related, and
regulatory.

An obstacle to deploying AIP is the accumulation of technical
debt and the fragmentation of information systems.
According to research, more than 41% of organizations
cannot scale Al control because they cannot integrate it
with legacy accounting systems [81]. The architecture of
continuous assurance requires high-speed and seamless
access to streaming data. Corporate data, however, is often
locked in disparate arrays with incompatible formats.

When modern API audit gates are integrated with outdated
databases, a connector-plateau effect arises. It is an
architectural limit at which network latencies and packet
losses make the high-frequency computation of XAl metrics,
such as LIME values or the Population Stability Index,
impossible in an in-stream regime. Poor data hygiene also
leads to algorithmic audits generating a vast number of false
positives and paralyzing the work of finance departments.

The solution to the infrastructural problem requires
abandoning the audit paradigm as an external
superstructure. It requires introducing Data Mesh principles
and deeply integrating Audit-as-Code scripts into the
MLOps pipelines. The containerization of Al models and the
use of automated dependency resolution standardize the
execution environment, minimize technical debt, and ensure
microsecond response times for AIP gates.

The introduction of artificial intelligence into the traditionally
conservative profession of the auditor gives rise to a deep
sociotechnical conflict. The industry is facing a workforce
crisis: an outflow of more than 300,000 accounting specialists
since 2020 and a decline in the number of candidates for the
CPA qualification [4]. The remaining personnel display two
polar yet equally destructive cognitive distortions.

The first is algorithm aversion. It stems from distrust of
Al due to the black-box problem. Veteran auditors who
possess deep professional skepticism refuse to rely on the
mathematical conclusions of neural networks because they
cannot be verified through classical documentary means,
which slows the scaling of technology.
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The second is automation bias. It is the opposite effect, in
which less experienced employees begin to blindly trust
the conclusions of intelligent agents and switch off critical
thinking entirely. This leads to the missing of systemic logical
errors generated by poisoned data.

Mitigating workforce resistance requires moving from
directives to scientifically grounded change management,
in particular, the adaptation of the Awareness, Desire,
Knowledge, Ability, Reinforcement (ADKAR) model. In the
context of an algorithmic audit, this means demonstrating
to auditors the mathematical failure of sampling-based
testing in the context of HFT fraud, together with the mass
retraining of personnel in the fundamentals of Data Science
and in the interpretation of explainable Al metrics. The
auditor must transform from an invoice reconciler into an
architect of controls whose meta-competence lies in the
critical challenge of Al logic. The adaptation of the ADKAR
methodology to overcome cognitive and cultural barriers to
adopting algorithmic audit is shown in Figure 17.

Cognitive barriers
to overcome

ADKAR change-management phases
for Al audit

3 Remaving ‘algorithmic Awareness of the old Desire to reduce
! _ T - i —
: aversion' ! audits inadequacy foutine work

Knowledge of XAl,
Data Science and
Al risks

| Mitigating the
! ‘automation blind spot” ¢

Ability to interpret

SHAPILIME
metrics

Reinforcement by
embedding AIP into
the business process

Fig. 17. The adaptation of the ADKAR methodology for
overcoming the cognitive and cultural barriers to adopting
algorithmic audit

The next barrier is the normative vacuum and the cross-
jurisdictional fragmentation of regulation. The global rules
of the game on the Al market are only now forming. In the EU,
on the one hand, the Artificial Intelligence Act has entered
into force and introduces mandatory requirements for risk
management and the auditability of high-risk systems, with
serious fines for noncompliance [70]. In the United States,
on the other hand, a sectoral approach prevails, for example,
the NAIC guidelines in insurance or the SEC prescriptions,
which require the assessment of bias yet avoid rigid technical
regulation [82].

Personal data protection law creates a further conflict. To
detect algorithmic discrimination by computing the DP and

EO metrics in the AIP protocol, the system often needs to
analyze sensitive categories of personal information, such as
race, age, and sex. GDPR, however, restricts the processing
of this kind of data to a substantial degree and creates a
privacy paradox, the situation in which the auditor has no
lawful right to gather the data required to prove the absence
of discrimination [83].

The technical resolution of the regulatory paradox is
achieved by introducing the privacy-by-design paradigm into
the AIP architecture, along with federated learning methods
or cryptographic homomorphic computations. This lets AIP
compute aggregated fairness indices and thereby avoid the
direct disclosure of sensitive personal attributes. To mitigate
jurisdictional conflicts, the AIP gates are designed using the
Policy-as-Code concept, enabling dynamic adjustment of ARS
and XI threshold values based on a transaction’s territorial
binding without reprogramming the platform core.

Prospects for the Development of the Standards of
the Profession

The rapid spread of intelligent agents, generative Al, and
complex analytical pipelines within corporate ecosystems
outpaces the evolution of the legal and regulatory framework
for global audit. The institutional frame of the profession,
formed in an era of manual accounting and retrospective
samples, is losing its methodological relevance. For the
institution of audit to maintain its macroeconomic function
as an independent guarantor of investor trust, international
standards must undergo a paradigm shift.

A key driver of modernization is the International Auditing
and Assurance Standards Board. Aware of the threat of
algorithmic singularity, the IAASB initiated the Technology
Quality Management project [84]. Following the large-
scale global roundtables of 2025 and 2026, which involved
more than 240 institutional stakeholders, the Board stated
that although the current quality-management standards
retain their principal reliability, the market critically lacks
practical guidance for assessing black boxes and Al systems.
In March 2026, the IAASB approved a plan to develop non-
authoritative guidance, yet the academic community and the
practice of adopting AIPs require a mandatory change to the
standards themselves [85].

The following normative blocks require the greatest
transformation. The modernization of ISA 500, Audit
Evidence. The traditional doctrine of the standard is built
on the paradigm of documentary traceability. When a
transaction is initiated, assessed, and routed by an artificial
intelligence agent within the millisecond range, the notion
of evidence must be radically broadened. The standard must
formally legitimize cryptographic and algorithmic evidence.
The quantitative metrics of post-hoc explainability that form
the Explainability Index, XI, together with the immutable
hash logs of the AIP protocol, must be recognized as sufficient
and appropriate audit evidence. Without this amendment,
auditors have no legal right to rely on XAI attributions.
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The second is the transformation of ISA 540 and ISA 315.
ISA 540, which regulates the audit of accounting estimates,
is currently undergoing a post-implementation review.
When provisions for expected credit losses or the fair value
of illiquid assets are computed by nonlinear deep learning
ensembles, the uncertainty of the estimate acquires an
algorithmic character. ISA 540 must be supplemented with
a mandatory requirement to assess algorithmic drift. The

auditor must verify the mathematical stability of the Al
model between reporting dates, for example, by analyzing
the Population Stability Index. The modernization of ISA 315,
in turn, must shift the focus from the examination of basic IT
General Controls to a deep audit of machine learning circuits,
including testing systems for vulnerability to adversarial
machine learning. A roadmap for modernizing the profession’s
standards for the Al economy is shown in Table 15.

Table 15. A strategic roadmap for modernizing the standards of the profession for the Al economy

Normativedocument|Current limitation, blind zone, in the Al|Required methodological adaptation,

/ standard ecosystem recommendation

ISA500 Orientation toward physical and documentary |Legislative recognition of XAl gradients, SHAP, LIME,
confirmations. No legal status for XAI and cryptographic logs, TI, as sufficient evidence

ISA 540 A focus on the static financial assumptions of| Mandatory assessment of algorithmic drift, Concept
management Drift, and statistical divergence, PSI, of Al models

ISA 315 Reduction of IT audit to the checking of basic|Integration of the audit of the MLOps architecture,
access rights, ITGC, and network protection |verification of protection against Data Poisoning and

Adversarial ML attacks

IIA Global Standards |A recommendatory character for the use of|A mandatory requirement to integrate the
technology as an instrument for automating |architecture of continuous assurance and Audit as
routine Code

IESBA Code An anthropocentric understanding of the|Inclusion of requirements for assessing algorithmic
principle of professional skepticism fairness, Fairness, DP, EO, and independence under Al

The concept of auditor independence also undergoes a
critical modification. In highly integrated ERP architectures,
the examiner’s absolute physical and technical independence
becomes an illusion. Independence must therefore be secured
technologically through the introduction of immutable
audit smart contracts, a strict separation of powers at the
program code level, and the implementation of a zero-trust
architecture.

It can thus be stated that the introduction of AIP offers
significant practical value and economic appropriateness
for both the corporate sector and the global audit business.
The full-scale realization of this model, however, requires
coordinated efforts: overcoming accumulated technical debt,
a deep restructuring of corporate culture through adaptive
change management models, and a proactive modernization
of international standards.

CONCLUSION

The study conducted makes it possible to register a change
in the foundation on which trust in financial reporting can
rest in the digital economy. The study shows that corporate
ecosystems, where the generation, processing, and routing
of data have been handed to Al systems, RPA solutions,
smart contracts, and API architectures, move audit out of
the regime of periodic examination and into the space of
continuous verification. The crisis of the sampling paradigm
follows from the very structure of the new environment,
where transactions execute at machine frequency, and
distortions form within opaque computational circuits.
Under such conditions, lagging control loses its ability to

instill confidence in investors, regulators, and corporate
governance bodies. The conclusion of the study is that the
former audit confirmation model no longer aligns with the
pace and logic of algorithmized business.

The analysis of the evolution of financial control reveals the
source of this gap through the phenomenon of algorithmic
asymmetry. Corporations and their digital agents operate
flows of capital, data, and obligations within high-frequency
infrastructures, whereas classical audit maintains a discrete
rhythm, relies on sampling, and assumes the environment
remains stable between reporting dates. It has been shown
that it is precisely the audit report lag, the mathematical
weakness of sampling-based testing when arrays of petabyte
scale are analyzed, and the inability of document inspection
to reveal the logic of the black box that form the systemic
limit of the old methodology. From this follows the conclusion
that the control function must be moved inside the corporate
systems themselves, where the rules of verification become
part of the computational architecture and execute together
with economic operations.

A theoretical distinction among continuous monitoring,
continuous audit, and continuous assurance has been
proposed. The monograph shows that continuous monitoring
belongs to the circuit of managerial control, that continuous
audit relates to independent assessment, and that continuous
assurance synthesizes both levels into a form of algorithmic
confidence addressed to the board of directors, the audit
committee, and external stakeholders. In this context, the
Audit as Code formula becomes the foundation for the new
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control environment’s organizational and technological
architecture. Its meaning lies in translating the requirements
of compliance, financial reliability, and risk assessment into
machine-readable rules embedded in the CI/CD, ERP, and
MLOps circuits. The conclusion is that sustainable assurance
in a digital ecosystem is achieved only when control ceases
to be an external procedure and becomes an executable layer
of the infrastructure.

Algorithmic risks have been systematized, and it has been
proven that the black-box problem has direct financial,
legal, and audit dimensions. Data bias, proxy discrimination,
overfitting, data drift, concept drift, logical defects in code,
API vulnerabilities, the poisoning of training samples,
and evasion attacks form a single class of threats that
can transform a local algorithmic defect into a cascading
distortion of reporting, into losses, and into regulatory
claims. On this basis, the study leads to the conclusion that
explainable Al methods, including SHAP and LIME, must be
regarded as an element of the audit evidentiary base, since
without a quantitative analysis of the model logic, neither the
verification of an estimate, nor the confirmation of fairness,
nor protection against hidden distortions is possible.
Transparency, traceability, and fairness thereby become
mandatory parameters of an auditable financial system.

An applied element of the monograph is the development of the
Algorithmic Integrity Protocol framework as a methodology
of continuous assurance. The AIP architecture binds the
control of data provenance, the encapsulation and telemetry
of models, the deterministic audit gate, and cryptographic
logging into a single system of preventive verification.
Through the indices of traceability TI, of explainability XI, the
fairness metrics, and the integral Assurance Readiness Score
ARS, the protocol translates professional judgment into a
form of formalized and reproducible assessment. The PASS,
WARN, and BLOCK logic enables stopping the introduction
or execution of an algorithmic decision before it reaches the
General Ledger if the system loses explainability, drifts, or
breaches the defined risk thresholds. The conclusion is that
it is precisely such a metric and architectural construction
that enables overcoming the gap between the generation of
financial data and its independent verification.

The reliability of financial reporting in corporate ecosystems
saturated with Al, RPA, blockchain, and autonomous agents
is secured through embedded, continuous, and machine-
readable control mechanisms integrated into the enterprise’s
program and transactional circuits. The practical realization
of this model requires a restructuring of the functions of
internal and external audit, a redefinition of the composition
of audit evidence, the introduction of cross-functional Al
governance, the modernization of international standards,
and a rethinking of approaches to auditor independence.
The monograph thereby justifies the transition from a
probabilistic logic of examination toward a deterministic
logic of assurance and proves that the future of the profession

is bound to the architectural control of algorithms rather
than to the after-the-fact inspection of their consequences.
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