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The Internet of Things (IoT) has become a significant cybersecurity issue, with botnets such as Gafgyt and Mirai carrying
out large Distributed Denial of Service (DDoS) attacks against smart devices by taking advantage of lax security standards.
The conventional machine learning approaches have shown relatively low performance in identifying complex botnet
attacks since they are incapable of learning complicated temporal relationships among network traffic patterns. The study
overcomes these drawbacks by proposing a hybrid Bi-LSTMGRU deep learning model (DLM) that can detect IoT botnets
effectively. The methodology uses the full N-BaloT dataset of nine IoT device traffic with 11 classes (benign, 10 attack
variants) and uses systematic preprocessing, including NaN removal, duplicate removal, and MinMax normalization. The
hybrid architecture is a combination of bidirectional LSTM and GRU in a synergetic manner with the temporal dependency
learning and sequential processing efficiency, respectively, to glean out more complex traffic patterns. The experimental
results are exceptional, having an accuracy of 98.96, precision of 98.67, recall of 99.02 and F1-score of 98.56. The analysis
of ROC-AUC confirms a great level of discrimination with seven classes reaching the score of 1.00 (AUC) and the rest of the
classes reaching a score of over 0.97. The comparative evaluation demonstrates that substantial superiority is better than
the current methods: KNN (86.98%), Random Forest (69.49%), ANN (75%), and the Naive Bayes (93.2) have improved
accuracy by 5-29%. The presented work provides a state-of-the-art solution to real-time IoT security monitoring and proves
that hybrid DL architectures are effective in securing smart device ecosystems. The framework provides a scalable base of
real-world intrusion detection systems, as well as the determination of future directions such as cross-dataset validation,
edge device optimization, explainable Al integration, and adaptive learning mechanisms of new threats.
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INTRODUCTION

million of compromised IoT devices to bring major internet
services like Dyn DNS infrastructure to a craw[7][8][9].
Weak default credentials, old-fashioned firmware, limited
computing capabilities, and the absence of standard security
measures are the inherent vulnerabilities of IoT ecosystems
that make such devices easy targets of operators of botnet
gangs who want to create a large attack network with a little
risk of detection[10].

IoT has transformed the contemporary society because it
provides a way of easy connectivity among billions of smart
devices in several domains, including industrial automation,
healthcare, and smart homes, transport networks, and
critical infrastructure[1][2]. This unparalleled connectivity
of resource-constrained devices, such as smart thermostats
and surveillance cameras as well as medical implants

and industrial sensors has presented a vast attack space
susceptible to advanced cyber-attacks[3][4]. Among the
most serious security risks are IoT botnets, among these
new threats, as they can be used to compromise millions
of poorly secured devices to launch a massive DDoS attack,
data breach, crypto mining campaign, and credential theft
campaign [5][6]. Significant examples include the 2016
attack on the Mirai botnet which used more than half a

Conventional cybersecurity systems created to work with
traditional computing platforms do not work well with
IoT ecosystems because of differences in architecture and
constraints in operation[11][12][13]. Rule-based intrusion
detection systems lack the pliability to spot emerging
attack patterns in a constantly changing network setting,
while signature-based systems are helpless against zero-
day assaults and malware with polymorphic code that is
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constantly changing to evade detection[14]. Also, the variety
of IoT devices is a challenge, as they are produced by different
vendors using different communication protocols, operating
systems,and security measures[15][16]. Traditional machine
learning techniques[17], The complex temporal linkages and
sequence of network traffic created by [oT botnets cannot be
well described by classifiers like KNN, Random Forest, SVM,
or Naive Bayes[18]. Such techniques are generally based on
handcrafted characteristics and feature analysis, which leads
to poor detection precision, high false positive, and failure
to extrapolate over a variety of attack situations and device
types, and more complex Al models can be developed that
can learn features autonomously and identify threats in real-
time[19].

Recent developments in Al and DL provide the possibility of
solving the constraints of traditional approaches to detecting
botnets by the fact that they are ability to recognize intricate
spatiotemporal correlations and automatically extract
hierarchical characteristics from unprocessed network traffic
data[20]. But the current literature mostly deals with separate
DLMs or narrow-focused taxonomies of attacks, ignoring the
possible synergies that may be obtained with hybrid models
that integrate the strengths of several architectures. Also, the
majority of the studies test their performance using small
datasets or individual families of botnets, which casts doubt
on their generalization ability and readiness to deploy the
algorithm in practice in a heterogeneous IoT setting where
an array of attack vectors and device behaviours are all
present simultaneously[21].

These are critical gaps that the paper addresses by presenting
a new Al-supported framework to identify IoT botnets
through thorough network traffic analysis and modelling
with the hybrid Bi-LSTMGRU DL system. The research
contribution of this work is the following:

e Establishes a rigorous data pre-processing methodology
incorporating duplicate elimination, and MinMax
normalization to address IoT data quality challenges,
reduce feature scale bias, and ensure consistent model
inputs across heterogeneous device environments.

e QOvercomes constraints of single-architecture techniques
by developing a novel DL framework that synergistically
combines the computational efficiency of GRU in
sequential pattern recognition with the capabilities
of bidirectional LSTM to capture forward-backward
temporal relationships.

e Demonstrates significant gains over conventional ML
techniques like KNN, RE, ANN, and NB while preserving
the balanced precision-recall metrics necessary to reduce
FP and FN in operational security systems.

e Gives detailed assessment framework by training-testing
convergence analysis that shows the ability to generalize,
confusion matrix that shows near-perfect diagonal

classification with least cross-class confusion and ROC-
AUC analysis that shows exceptional discrimination of all
attack types.

e Validates effectiveness across nine diverse commercial
IoT devices with different manufacturers, communication
protocols, and operational contexts, establishing a
generalizable solution applicable to real-world smart
infrastructure protection against evolving botnet threats.

Here is the outline of the paper: Section I -Introduction:
IoT botnet challenges and hybrid DL motivation. Section II
-Literature Review-Current methods, limitations and gaps in
research. Section Il - Methodology: Dataset, pre-processing,
and Bi-LSTM -GRU model. Section IV -Results: Comparison of
performance to baseline models. Section V -Conclusion: Major
results, contributions, limitations, and future directions.

LITERATURE REVIEW

As the IoT is rapidly developing, the use of the newly
developed botnet attacks has become more rampant and
destructive. To identify botnet.

Guo et al. (2019) suggest the approach to Al in the paper
that identifies the domain name of the botnet’s central C&C
server. The algorithm has 9 types of features provided, and
the corresponding detection model is set up. In particular,
improve botnet detection accuracy by utilizing ML, TLD
and pronunciation capabilities. The statistical technique is
applied in order to minimize the false positive rate. Results of
the statistical approach are recirculated to the corpus, hence
ensuring that generalization capability of the ML model
is perpetually reinforced. After optimization, the model’s
accuracy may reach 99.38% in the testing environment,
with a false positive rate of 0.28% and a false negative rate
of 1.86%. In the same breath, method of detection can also
successfully identify over 2000 botnet C&C domain names of
the real-world network environment within 4 months[22].

Liu et al. (2019) is one of them. The Z-Score technique is
used to standardize the data once key IoT device traffic
characteristics are retrieved using the damped incremental
statistics. After that, the dataset is produced utilizing the
multivariate correlation analysis (MCA) method of Mangle
area. Convolutional neural networks (CNNs) are then built,
trained on the dataset, and used to detect traffic. According
to the most current studies, approach has a 96.57% accuracy
rate in distinguishing between benign and other types of
attack traffic[23].

Vishwakarma and Jain (2019) introduce a honeypot-based
scheme according to which ML is applied in detecting
malware. [oT honeypot-generated data is the dataset used to
train a machine learning model in an efficient and dynamic
manner. The strategy can be adopted as a constructive
beginning to counter the security of IoT against DDoS
attacks is currently an open problem due to zero-day DDoS
attacks[24].

Universal Library of Engineering Technology

Page | 43



An Al-Based Framework for Detecting IoT Botnets Through Network Traffic Analysis and

Modeling

Guerra-Manzanares etal. (2019) delves more into the topic of
feature selection in their article on identifying botnets in IoT
networks using induced ML models. The implementation of
wrapper approaches and their integration with filter methods
receives special emphasis. Despite the fact that filter-based
feature selection approaches are computationally efficient,
it is shown that their detection accuracy is improved when
combined with wrapper techniques[25].

Li et al. (2019) examines in detail the operations of Restock
botnetdomain names, which connectbots to C&Cinanumber
of ways using just fast-flux. Additionally, extract 32 distinct
querying traffic characteristics of the Restock domain.
Several well-known classifiers based on these 32 features
are then used to choose the malicious domain names from
the DNS traffic. This paper’s recommendations are meant to
be used in the future to botnet detection using actual statics
and tests[26].

Haq and Singh (2018) By combining the two datasets that
were randomly partitioned, which always equal the original
dataset, we can find out how well the k-means clustering and
j48 classification techniques (a hybrid approach) performed
in terms of the proportion of correct and incorrect instances,
respectively. While the method does provide approximations
in both processes, comparing the three approaches
(clustering, classification, and hybrid approach) makes it
clear that the results of clustering and classification are at
the bottom|[27].

Nguyen et al. (2018) One potential remedy is [oT malware
detection using CNNs, which may detect malware without
removing relevant characteristics. This article presents an
experiment that utilized a CNN classifier and PSI graph. The
experiment included 55,000 samples, consisting of 6031
benign files and 4002 samples from an IoT botnet. The
approach used to detect the botnet was unique to Linux. A
92% success rate and an F-measure of 94% were recorded
by the PSI graph CNN classifier in the evaluation[28].

Meidan et al. (2018) N-BaloT is a new network-based
anomaly detection method that may detect compromised [oT
devices generating abnormal network traffic by combining
deep autoencoders with network activity snapshots. Nine
commercial [oT devices were infected with the notorious
they loot botnets to test the approach. Research showed that
proposed methods could identify attacks in progress, even
while they were carried out by infected Internet of Things
(IoT) devices connected to a botnet[29].

Research Gaps: There are a majority of studies that
utilize machine learning or DL but vary in terms of feature
engineering, data sources, and detection mechanisms.
Whereas the accuracy of Al-based domain detection (Guo et
al,, Li et al.) and traffic analysis (Liu et al.) are high, feature-
free DL (Nguyen et al., Meidan et al.) is flexible and does not
need manual selection of features. However, there are still

many unanswered questions about heterogeneous Internet
of Things devices, lightweight models that may be used on
devices with limited resources, real-time deployment, and
long-term validation in practical environments. Neither the
feature engineered nor the feature free models have been
systematically analyzed, and neither has the integration
of many methodologies including domain, traffic, and
behavioral analysis into a single detection system.

METHODOLOGY

Building a robust hybrid DLM with a low false positive rate
and good generalizability is the goal of this project, which
will aid in the identification and classification of IoT botnet
attacks. As shown in Figure 1, the suggested methodology
can be divided into three steps: (i) Data Pre-processing,
which involves eliminating NaNs, duplicate instances, and
MinMax normalization of 115 features of traffic; (ii) Hybrid
Model Architecture, which powered by a Bi-LSTM-GRU
model, which learn the temporal relationships and effectively
master the sequential patterns in benign traffic and several
Mirai and Gafgyt attack classes; and (iii) Comprehensive
Evaluation, which involve the use of confusion matrix, ROC-
AUC The findings show that the framework is significantly
superior to the conventional machine learning approaches,
and thus, it can be deployed to identify the [oT botnet in real-
time.

Start

+
N-BaloT Dataset
(Benign + Botnet Traffic)

Stage 1: Data Preprocessing
NaN Removal | Duplicate Removal | MinMax Scaling

+
Train-Test Split

+

Stage 2: Hybrid Model
Bi-LSTM — GRU — Dense — Softmax

v
Model Training
v

Stage 3: Evaluation
Confusion Matrix | UROC-AUC | Metrics

+

Attack Detection & Classification

+

End

Fig. 1. Proposed Flowchart for Detecting [oT Botnets Traffic
Analysis Using Al-Driven Framework

Dataset Collection

The initial one is the gathering of network traffic of the IoT
devices. The N-BAIoT dataset, which contains a variety of
IoT network traffic scenarios, is used by many IoT security
researchers to do IoT intrusion detection.
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Pie chart distribution of multi-class labels
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mirai_udp
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gafgyt_udp

mirai_udp
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mirai_scan gafgyt_udp
gafgyt_tcp
gafgyt_scan
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mirai_udpplain gafgyt_combo

Fig. 2. Pie Chart of Data Distribution of N-Baiot Dataset

Discussed data set is composed of regular traffic and 10
classes of attacks. It includes Mirai, DoS and brute force
attacks. It has more than 70.6 million cases and is a complete
data to analyze the various forms of attack on numerous
types of IoT devices that are commonly utilized at home
or at the business scale. The percentage of the instances
per category differs according to the version of the dataset,
including normal traffic and various forms of [oT attacks.

The multi-class label distribution in the N-BaloT dataset is
displayed as a pie chart in Figure 2, which indicates a rather
balanced representation (at least in eleven categories of
traffic that are necessary to evaluate the comprehensive
IoT botnet detection). The data set consist of both benign
traffic (2.90%), and ten variants of attacks divided by Mirai
and Gafgyt botnet families. Mirai attack variants show a high
representation with mirai_udp taking the highest percentage
at 12.91 with mirai_ack taking the next highest percentage
at 11.62, mirai_syn (10.09) and mirai_udpplain (9.13), and
mirai_udp_plain (additional representation). The categories
of gafgyt attacks have relatively smaller though important
distributions such as gafgyt combo (8.14%), gafgyt junk
(6.08%), gafgyt_scan (3.38%), gafgyt_tcp (3.20%),and gafgyt_
udp (3.20%). The balanced nature of the distribution among
the types of attacks (most of the categories constitute 3-13%
of the total cases) provides the hybrid Bi-LSTMGRU model
with sufficient training cases per type of attack, eliminating
the potential problem of class imbalance that would bias the
detection process towards the majority cases.

Fig. 3. Correlation Heatmap of N-BAIoT Dataset

Figure 3 shows the heatmap of N-BaloT data correlation
and enables visualizing the relationships between 115
network traffic features derived during communication
between IoT devices. A color gradient between light pink
(low correlation) and deep purple (high correlation) is used
in the heatmap, and the patterns of dependences of features
are distinguishable. The left-hand-top quadrant shows
the presence of dark purple blocks which are dense and
depict strong positive correlations between feature groups,
probably reflecting related statistical values including packet
size variations, timing intervals or protocol-specific features.
The presence of diagonal stripe patterns in all regions of the
heatmap indicates systematic associations between groups
of features along the various directions of traffic flow or
aggregation windows related to time, whereas the presence
of randomly distributed checkerboard patterns indicates
the existence of complex non-linear associations between
individual combinations of features. Existence of high rates
of correlation of features clusters and low rates of correlation
of features indicates the complexity of the dataset as well as
justifies MinMax normalization to allow equal contribution
of feature in the training process. This full correlation graph
explains the ability of the hybrid structure of Bi-LSTMGRU
to automatically generate hierarchical representations and
detect discriminative patterns to differentiate benign traffic
and various types of botnet attacks without manually feature
engineering or dimensionality reduction.

Dataset Preprocessing

The pre-processing in ML is the initial step in order to have
the appropriate classifier provide results that are error free
and give optimal results. Pre-processing is performed to
make the dataset clean and machine-learnable. This step
eliminates the inconsistencies and scales the features to
good performance.

e NaN Removal: Eliminate missing or undefined values
from the dataset to prevent model errors.

e Duplicate Removal: Remove duplicate instances to avoid
bias and overfitting.

e Normalization/Scaling: Apply MinMax scaling to rescale
feature values into a 0-1 range, which ensures uniform
contribution of all features. Transform each feature X using
the Equation (1):

¥ — %" %min

= 1
scaled Tmar Xmin ( )

Apply scaling to all numerical features in the dataset. This
ensures the minimum value becomes 0 and the maximum
becomes 1. These steps is fundamental to achieving high
accuracy, precision, and robustness in [oT botnet detection.

Dataset Splitting

The processed data is subsequently divided into training and
testing sets in order to train the hybrid Bi-LSTM-GRU model.
This ensures that this model is evaluated on unknown data
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to ascertain its generalization behavior after being trained
on patterns in a portion of the data. 20% of the N-BaloT data
is used for experimental testing, while the remaining 80% is
used for training.

Deep Learning (Bi-LSTM and GRU) Models

The 10T botnet attack detection network that is being
presented is based on the hybrid DLMs of Bi-LSTM and Gated
Recurrent Unit (GRU). The objective of this hybrid model
is to maintain computing efficiency while addressing the
sequential patterns and temporal dependencies of network
traffic inside the IoT.

Long Short-Term Memory (LSTM) Basics

Long-term dependence in data sequences may be learned
using LSTM networks [30], a type of RNN. LSTMs solve the
vanishing gradient issue better than the default RNNs by
using memory cells and gating techniques. For a certain time
step t, input x,, cell state Cr—i* and preceding hidden state
he_y,use Equations (2 to 7):
forgetgate = fr - H(Wf' [hr—lrxr] + br’) (2)
Input gate = i,— a(W..[h._;,x, ]+ b)) (3)
Cell Candidate = €, = tanh(W..[h._,,x.] +b.) (4)
Cell State update = C, = f..C,_, +i..C, (5)

Output gate = o, — o(W,.[h._;.b,] +b,) (6)

hidden state = h, = o,.tanh(C,) (7)
Here, tanh applies the hyperbolic tangent function, & is W/
and I are weights and biases, and the sigmoid activation
function.

Bidirectional LSTM (Bi-LSTM)

Two LSTM layers make up a Bi-LSTM: the forward-processing
LSTM and the backward-processing LSTM. As a result, the
network may instantly record dependencies of network
traffic data from the past and the future. It is formulated as
Equation. (8)
—_—
h, = [h.h,] (8)
— —

Where }1. . and hr are at each time step, the forward and
backward concealed states are concatenated. Improves

sequence modelling in IoT traffic by considering context
from both past and future packets.

Gated Recurrent Unit (GRU) Basics

A less complex LSTM variation with fewer gates, GRU
minimizes computation without sacrificing its capacity to
identify sequential relationships. GRU Equation (9 to 12):

Update gate = z, —a(W,.[h,_,,x.]) 9)
Reset gate =1, —a(W..[h,_;,x.]) (10)
Hidden State Update:= h, = tanh(W,.[r. *h._,,x,]) (11)

h, = {1_2r]*hr—1+2r*‘ar (12)

GRU requires fewer parameters than LSTM, making it

computationally efficient for large datasets like N-BaloT.

Hybrid Bi-LSTM+GRU Model
Evaluation

Training and

The suggested hybrid network is a combination of Bi-LSTM
and GRU layers aimed at combining the benefits of both
networks. This model initially feeds normalized features
of IoT communication over a Bi-LSTM layer, which records
the temporal dependencies in both directions. The Bi-
LSTM output is then inputted into GRU layer that effectively
manipulates the sequential information but with fewer
computations. Lastly, a dense layer produces the predicted
class with Softmax activation that determines the type of
traffic, whether it is normal or one of the ten attack classes.
The hybrid method has the advantage of being more accurate
in detection correlating with sequential dependencies
without compromising the computational efficiency. The
Adam optimizer is utilized for efficient gradient-based
optimization in multi-class classification, with categorical
cross-entropy serving as the loss function. A model trained
using a 128-batch, 100-epoch, convergence-based training
set. We use a learning rate of 0.001 and a dropout of 0.3
to avoid overfitting. Model evaluation employs measures
including recall, accuracy, precision, F1l-score, confusion
matrix, and ROC-AUC to deliver dependable detection of [oT
botnet attacks.

Model: "sequential 3"
Layer (type) Output Shape Param #
bidirectional_1 (Bidirectional) | (None, 1, 256) 183,296
batch_normalization (None, 1, 256) 1,024
(BatchNormalization)
dropout_2 (Dropout) (None, 1, 256) 2
gru_1 (GRU) (None, 64) 61,824
batch_normalization_1 (None, 64) 256
(BatchNormalization)
dropout_3 (Dropout) (None, 64) 9
dense_1 (Dense) (None, 64) 4,160
dropout_4 (Dropout) (None, 64) )
dense_2 (Dense) (None, 11) 715
Total params: 251,275 (981.54 KB)

Trainable params: 250,635 (979.04 KB)

Non-trainable params: 640 (2.50 KB)

Fig. 4. Hybrid Model Training Summary for Botnet Detection

training summary of the proposed hybrid Bi-LSTMGRU
model to identify [oT BotNet is displayed in Fig. 4, its
layer-wise structure, and the distribution of parameters.
The model starts with a bidirectional LSTM layer, which
generates a 256-dimensional feature representation, which
allows forward and backward temporal dependencies to be
discovered in IoT network traffic sequences. Immediately
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after this layer, batch normalization and dropout are used
to stabilize training and avoid overfitting. The obtained
temporal features are inputted into a GRU layer that includes
64 units and effectively optimizes the information in
sequence and minimizes computational costs. Second batch
normalization and dropout layer also increase generalization.
The high-level features are channeled via a dense layer of
64 neurons of discriminative representation learning then
dropout is applied to regularize it. Lastly there is a Softmax-
activated output layer that has 11 neurons, which multi-
classifies between normal traffic and various model types of
botnet attacks. The model contains about 251k parameters
of which most of the parameters are trainable making it a
well-balanced architecture, which results in a high detection
accuracy and still makes efficient computational use in large-
scale analysis of 10T traffic.

Performance Evaluation

In order to provide a complete picture of how well the
suggested hybrid Bi-LSTM-GRU model works in identifying
botnet assaults on the N-BaloT dataset, we use traditional
classification metrics to evaluate its performance. You may
measure the model’s overall soundness, attack detection
capabilities, and resistance to false positives and false
negatives by looking at its accuracy, precision, recall, and F1-
score on the unseen test set. To further investigate the efficacy
of class-wise classification and to pinpoint the potential
misclassification of botnet attacks, a confusion matrix may
be employed. Both the overall accuracy of forecasts and
the relative accuracy of detecting assaults are shown by
the measurements of accuracy and precision, respectively.
Because it is a harmonic mean of recall and accuracy, the
F1-score is a more objective performance metric. How well
the model foretells real attacks is measured by recall. Using
a confusion matrix and the ROC curve with AUC, respectively,
we evaluate the model’s discriminative power at different
thresholds and the accuracy of its class and misclassification
predictions. The following is the evaluation of these measures

as Equations (13 to 16):
TN +TF

Accuracy = (13)

- TP + TN + FP 4+ FN
. TP
Precision = (14)
TP+FP

Recall = L (15)
TP+FN

1 = 2+l precisionsrecall) (16)

precizsion 4+recall
The results demonstrate high accuracy with low loss,
confirming strong generalization, and show that the
suggested model performs better at identifying [oT botnet
traffic than conventional machine learning methods.

RESULTS ANALYSIS & DISCUSSION

Results from experiments utilizing the suggested hybrid
Bi-LSTMGRU model to identify 10T botnets, as influenced

by the N-BaloT data analysis, are shown here. For this set
of experiments, we utilized a desktop computer equipped
with an Intel Core i7 CPU, 16 GB of RAM, a graphics card, and
Python, TensorFlow/Keras, NumPy, Pandas, and Scikit-learn.
The results show that the suggested model is more effective
than the old-fashioned machine learning techniques. The
effectiveness of the model may be evaluated using many
metrics such as ROC-AUC, F1-score, confusion matrix,
recall, accuracy, and precision. In Table I, you can see the Bi-
LSTMGRU model’s performance outcomes. These numbers
demonstrate the model’s efficacy during both the training
and testing phases. With an F1-score, recall, accuracy, and
precision of 99.99, the model clearly trained effectively and
was able to detect complicated patterns in the training data
with ease. On the testing dataset, the model achieved a 98.56
F1-score, 99.02 recall, 98.67 precision, and 98.96 accuracy,
further demonstrating its remarkable generalizability. A
tiny discrepancy between the two sets of results shows
that the hybrid design was quite effective and suggests that
overfitting was not a major problem. Taking everything
into consideration, the results show that the Bi-LSTM GRU
model is reliable and performs well for both forecasting and
classification tasks, producing consistent and respectable
results even when presented with data that has never been
seen before.

Table 1. Results of Bi-LSTM-GRU Model for Iot Botnet Detection

Bi_LSTM-GRU Training Testing
Accuracy 99.99 98.96
Precision 99.99 98.67
Recall 99.99 99.02
F1-score 99.99 98.56

Training and Testing Accuracy ~ Training and Testing Loss

W= Training Accuracy 54 — Training Loss
— Testing Accuracy — Testing Loss
80+ 4]
g
> 60 1 m3.
u 9
o 4o 21
g
201 1
T T T T T 0- T T T T T
0 25 50 75 100 0 25 50 75 100

Epoch Epoch

Fig. 5. Loss/Accuracy Graph of Hybrid Models for lot Botnet
Detection

The performance of the hybrid Bi-LSTM-GRU model in 100
epochs of [oT botnet detection is shown in Figure 5. Training
and testing accuracy curves in the left panel display virtually
identical convergence behavior, initially at around 10% and
then increasing very fast to about 98-99% accuracy at the
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end of epoch 100 which indicates that the learning ability
is very robust and does not overfit. The curves steepen up
quickly throughout the first 50 epochs then slowly level off,
meaning that the feature extraction and model optimization
are working. Trends of loss curves are shown in the right
panel and they start with a value of about 5.0 and decline
smoothly to almost zero value at epoch 100. The insignificant
difference between training (blue) and testing (red) curves
in the accuracy and loss measures prove the high level of
generalization capacity, it shows that without having to
memorize training data, the model can identify patterns that
differentiate between botnet assaults and regular traffic.

Confusion Matrix Heatmap
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Fig. 6. Confusion Matrix of Hybrid Model for lot Botnet
Detection

Figure 6 shows the hybrid model Bi-LSTM-GRU model’s
confusion matrix heatmap, showing great levels of
classification performance in all eleven traffic classes
including innocuous traffic and ten distinct attack types
(Gafgyt variants: combo, junk, scan, tcp, udp; Miria variants:
ack, scan, syn, udp, udp plain). The elements with the
greatest classification rates, with highlight of the yellow,
have near-perfect values of 0.96-1.00, which means that the
model accurately finds almost all examples of all the attack
classifications and normal traffic. Interestingly, benign traffic
is also correctly classified (97 percent) and most of the
attack classes are perfect or close to perfect (1.00) including
mirai_ack, mirai_udp, and gafgyt combo. Off-diagonal
elements are equal to or close to 0.00, exhibiting a low level
of misclassification between categories. There is some slight
confusion in some instances, with benign traffic having a 3%
rate of misclassification as mirai_udp_plain, mirai_scan and
mirai_syn having 1% confusion with gafgyt udp and gafgytis
2% confused with mirai_scan. These insignificant error levels
confirm the discriminative power of the model in detecting
the slightest variations in traffic patterns of various botnet-
attack groups and regular [oT device operation, which proves
that the model can be applied in a practice.
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Fig. 7. ROC Curve of Hybrid Model for Iot Botnet Detection

The Receiver Operating Characteristic (ROC) curves are
displayed in Figure 7 of the hybrid Bi-LSTM-GRU model using
the 11 classes in the whole N-BaloT dataset and indicate the
outstanding discrimination ability of the model between
the attacks of an IoT botnet and normal traffic. The plot’s
upper-left corner is where the curves are closely clustered,
which means that the performance is nearly optimal with
the true positives rates of nearly 1.0 and false positive rates
of nearly 0.0. The scores on the Area Under the Curve (AUC)
indicate excellent classification performance: seven of the
attack types report a score of 1.00 (mirai_ack, mirai_udp,
gafgyt_combo, gafgyt_junk and gafgyt_tcp) and the rest of the
classes return nearly perfect scores between 0.97 and 0.98
(benign with 0.97, mirai, mirai, mirai, mirai, mirai, mirai,
mirai, mirai, mirai, mirai The dashed diagonal line indicates
the case of random guessing (AUC = 0.5) indicating that this
model is significantly better than the baseline performance.
The infinitesimal distance between the curves and the steep
slope of the origin attest to the strong capability of the model
to accurately detect the attack patterns and deminimize
the false alarms across a variety of families of bots, which
supports its efficiency in providing the reliable real-time
monitoring of [oT and intrusion detection systems.

Discussion

The proposed Bi-LSTM-GRU hybrid model significantly
outperforms the current machine learning approaches for
detecting IoT botnets, according to a thorough comparison
of the two approaches (Table II). The suggested model has
the following F1-scores: 98.96, 98.67, 99.02, and 98.56 for
accuracy, precision, and recall, respectively, and are much
higher than those of the traditional methods, according
to recent research. In particular, the authors of AL-Anaz
(2019) have used KNN and Random Forest (RF) algorithms
and obtained accuracy of 86.98% and 69.49% respectively,
which is quite poor considering that RF has quite decent
precision (80.86) and recall (84.77) rates. Khan et al. (2019)
used ANN and Naive Bayes classifiers, with 75% being the
overall measure in every metric of ANN and 93.2% accuracy
in Naive Bayes, an aspect that is the nearest to the suggested
model, but still, 6% lower. The high performance of the Bi-
LSTM-GRU structure can be attributed to the fact that it is
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able to capture the bidirectional temporal dependencies
and sequential patterns on network traffic data, which
are difficult to extract successfully using traditional ML
algorithms. The balanced precision-recall trade-off of the
hybrid model (98.67% and 99.02% respectively) implies the

presence of minimum FP and FN, which demonstrates very
high reliability of the hybrid model in the real-life deployment
of [oT security when the accuracy of attack detection and the
reduction of false alarms have become the main operational
conditions.

Table 2. Comparison of Proposed Bi-Lstm-Gru Model and Other Existing Models for lot Botnet Detection

Ref. Models Accuracy Precision Recall F1-score
Proposed Bi_LSTM-GRU 98.96 98.67 99.02 98.56
AL-Anaz, (2019)[31] KNN 86.98 84.58 84.59 86.58

RF 69.49 80.86 84.77 86.72
Khanetal, (2019)[32] |ANN 75 75 75 75

Naive Bayes 93.2 93 93 93

This paper introduces a strong and very efficient DLM to
detect 10T botnets that would mitigate the most critical
security risks in the IoT ecosystems by deploying a hybrid
Bi-LSTM-GRU model to the all-encompassing N-BaloT data.
The developed methodology can effectively determine
eleven types of traffic such as benign traffic and ten different
types of botnet attacks with high performance scores:
98.96% accuracy, 98.67% precision, 99.02% recall, and
98.56% F1-score, which are significant increases of 5-29%
in accuracy over the existing methods such as KNN (86.98),
Random Forest (69.49), ANN (75), and Naive Bayes (93.2).
The model validation is supported using several evaluation
perspectives: the convergence curves of training and testing
have strong generalization with no overfitting at 100 epochs,
the model is almost flawless, according to the confusion
matrix in terms of diagonal classification (0.96-1.00) and
the cross-class misclassification is negligible, and the ROC-
AUC analysis shows that the model has an exceptional
discrimination ability with seven classes demonstrating
perfect AUC scores (0.100) and the rest of the classes with
AUC scores higher than 0.97. Bi-LSTM layers on top of
GRU is highly important in extracting features based on
sequential network traffic patterns that the traditional
machine learning methods cannot be effective in extracting
because they do not incorporate complex spatiotemporal
dependencies of [oT communications. These findings support
the proposed framework as a highly dependable, scalable
and deployable solution to detect real-time [oT botnets and
have the capabilities to safeguard a variety of smart device
infrastructures against emerging cyber threats and with
minimum false positive rates necessary to an operational
security system.

Limitations and Future Work

Although the performance metrics are remarkable, this work
possesses multiple limitations that could be researched and
enhanced further. The suggested Bi-LSTMGRU model was
tested on the N-BaloT dataset only, which, though extensive,
might not fully correspond to the dynamic environment of
the Internet of threats of botnets, zero-day attacks, and other
new threat vectors like developed polymorphic malware and

advanced persistent threats to other IoT ecosystems other
than the nine smart devices addressed. The computational
complexity of the model, as a consequence of DL architecture
of bidirectional LSTM and GRU layers, can be problematic in
terms of resource utilization with IoT edge devices that might
have limited resources and in real-time network monitoring
devices that might need ultra-low response times. The paper
isalsosilentonadversarial robustness, modelinterpretability
and resilience to evasion attacks where attackers selectively
manipulate traffic patterns to evade detection systems.
Future research must concentrate on: (1) evaluating the
model on numerous and heterogeneous IoT datasets, and
real-world network applications to assess cross-dataset
generalization; (2) applying model compression algorithms
such as pruning, quantization, and knowledge distillation
to deploy models in edge devices; (3) integrating systems
that use explainable Al (XAI), like SHAP or LIME, can help
security analysts better understand models; (4) applying
adversarial training and robustness testing to adaptive
attacks; (5) designing federated learning models to use for
privacy-preserving.

CONCLUSION

This study manages to introduce a new hybrid Bi-LSTM-
GRU DL architecture to identify [oT botnet attacks with the
use of N-BaloT dataset to deal with the key cybersecurity
issues in growing loT infrastructures that are growing more
vulnerable. The proposed model with the synergies of the
capability of temporally dependent learning by bidirectional
LSTM and the ability to process data sequentially by GRU,
along with systematic data preprocessing, produces an
outstanding rate of accurate classification of eleven traffic
categories that include benign communications and ten
different botnet attack variants in Mirai and Gafgyt families.
The methodology’s findings exceed those of conventional
machine learning approaches like KNN, Random Forest,
ANN, and Naive Bayes by 5 to 29%, with state-of-the-art
accuracy, precision, recall, and F1l-score of 98.96, 98.67,
99.02, and 98.56 respectively. Thorough analysis based
on training-testing convergence analysis, data presented
in visualized confusion matrices indicating near-perfect
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diagonal classification (0.96-1.00), ROC-AUC curves with
seven classes registering perfect scores (AUC=1.00) confirm
the model’s resilience and capacity for generalization and low
false positive rates required to be utilized in the real world.
Although there are constraints on the diversity of datasets,
the complexity of calculations when deploying edges, and
adversarial resistance, this study provides a solid base of
the possible 10T security solutions that can safeguard the
smart devices ecosystem against new cyber threats. Future
research focus will be on cross-dataset validation, model
compression to resource-constrained devices, explainable
Al integration, federated learning implementation, adaptive
learning mechanisms to identify emerging attack patterns
and finally be part of developing intelligent, scalable, and For
next-generation [oT networks, reliable intrusion detection
systems.
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